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THE ESAFETY COMMISSIONER

Australian Government

The eSafety Commissioner (eSafety) is Australia’s national independent regulator for online
safety. eSafety leads and coordinates online safety efforts across Commonwealth departments,
authorities, and agencies, and engages with key online safety stakeholders internationally, to
amplify our impact across borders.

esafety.gov.au

YOUNG & RESILIENT RESEARCH CENTRE

The Young and Resilient Research Centre is an Australian-based, international research centre
that unites young people with researchers, practitioners, innovators and policymakers to explore
the role of technology in children’s and young people’s lives and how it can be used to improve
individual and community resilience across generations.

westernsydney.edu.au/young-and-resilient
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In 2021, the eSafety Commissioner
commissioned the Young and Resilient
Research Centre at Western Sydney
University to run a Living Lab process
with children and young people to
guide the development of eSafety’s
Engagement Strategy for Young People.

The process used youth-centred, participatory co-research and co-
design methods to explore young people’s insights about online safety
and develop recommendations for eSafety’s online safety messaging
and resources, and their ongoing engagement with children and young
people. This included co-designing a process for establishing a Youth
Advisory group, and a draft Aspirational Statement to underpin the
Engagement Strategy for Young People.

Forty-nine diverse young people aged 13-18 in urban and rural/regional
locations in New South Wales, Victoria, South Australia and Western
Australia, each participated in three 2.5-hour online workshops.
Twenty-eight participants identified as female, 18 as male, and three as
non-binary or other. Thirty-two were in New South Wales, 11in Victoria,
and three each in South Australia and Western Australia. A total of 34
participants were from urban areas, two were from regional or rural
areas, and 13 preferred not to say. Five youth facilitators were trained
to deliver the online workshops with young people, on behalf of the
research team.

The key findings of this Living Lab process are summarised below.
Detailed recommendations can be found in the report.

westernsydney.edu.au | esafety.gov.au
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Young people have high hopes and aspirations for the internet and
online safety. In their ideal world, the internet is inclusive, youth-
centred, and enabling. They imagine clear roles and responsibilities
for parents, governments, and technology companies in keeping them
safe - from managing perpetrators, to developing rules and regulations
that protect young people from online harms, to teaching them the
skills they need to navigate the internet safely and productively. And
they want to be involved in decision making around online safety,
and to design digital resources that cater for young people’s diverse
needs. Importantly, their vision is balanced. They want independence
balanced with an appropriate level of guidance depending on their age
and capacities, and they want freedom balanced with protection, so
that they can explore all the opportunities the online world has to offer.

Young people’s main online safety concerns relate to interactions with
others online (e.g. catfishing, fake accounts, and contact from unknown
people), privacy issues (exposure of personal information, photos, and
stolen identities), and security issues (hackers, scams, and malware).
Cyberbullying is also a concern among young people. However, they
generally feel that there is an oversaturation of cyberbullying education
and messaging in schools and at home. Other key concerns include
sexual exploitation (grooming, predators), accessing or being exposed
to inappropriate content (pornography, violence), misinformation and
fake news, commercial advertising (sexual or false advertising, sale of
illegal or inappropriate goods), receiving judgement from peers about
their opinions online, and the heightened vulnerability of particular
groups (e.g. minorities) to a range of online safety issues.

Young people prefer to seek help from trusted adults in the first
instance. They will also seek out professional counselling services,
use reporting mechanisms on social media platforms, talk to peers,
or consult online forums. They often decide which avenue of support
to choose based on an assessment of the situation and the nature of
the risk.

However, there are many factors which prevent young people from
seeking help. They fear being punished by their parents and are
concerned that they may not have adequate information or experience
to assist them. They also feel that adults often invade their personal
boundaries, pry, or patronise them, which further deters them from
seeking help. In other situations, they may not ask for support because
they are concerned about stigmatisation or victim-blaming. And
sometimes they don’t know they need help.

According to young people, the top factors that can increase their
help-seeking behaviours include receiving positive reinforcement
and support from family and friends, increasing their awareness of
available services and the help they can provide, and reassuring them
that the services are confidential and anonymous. Clear and relatable
information which communicates the consequences of the issue, and
stories or anecdotes of other young people who have had shared
experiences can also encourage them to seek help.
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Young people have particular preferences for language, tone, visuals,
communication channels, and framing of online safety messaging.
They want clear and concise communication that is supportive and
understanding of their digital practices. They find casual tones and
humour more appealing, but they also recognise that there is a time
and a place for serious conversations about more sensitive online
safety issues. Online safety resources that have a consistent aesthetic
and interactive features are more likely to increase their engagement.

Young people want online safety messages communicated to them
via platforms they frequently use, and they are less likely to seek
out information beyond their online circles. Instagram, TikTok and
YouTube are their preferred platforms. However, they say they would
also be receptive to messaging on Spotify, television and social
media advertising, TED Talks, Google Doodles, and Discord. They are
particularly receptive to messaging that is presented by other young
people, but they also want to have open conversations with their
parents and receive education from their teachers at school about
online safety. Importantly, this information should be informed by and
have the credibility of government sources.

Unfortunately, young people told us they regularly feel misunderstood
and disempowered by online safety conversations. In their experience,
adults are often mis-informed about the internet and online safety,
which leads to an overly prohibitive approach. Instead, they want
adults to invite them into conversations by asking questions and
offering constructive alternatives, and by conveying a sense of
understanding, trust, and respect for young people’s digital practices
and skills.

Young people experience a range of barriers that can inhibit their
capacity and motivation to engage with organisations. However,
there are several factors which can counteract these barriers and
encourage a young person to become involved in youth engagement
initiatives. These range from factors in the individual domain (personal
experiences, internal motivation), to the interpersonal (encouragement
from family and friends, networking) and organisational domains
(access to opportunities, interactions with organisations), to receiving
benefits or outcomes.

Young people identified six best-practice principles for youth
engagement initiatives:

-> Diverse and inclusive: Youth engagement should be inclusive
of young people from diverse backgrounds, perspectives, and
experiences.

- Youth-led and supportive: Youth engagement should empower
young people to take leadership over the initiative, while ensuring
adults provide support where needed.

- Action-oriented: Youth engagement should genuinely listen to
young people and transform their ideas into meaningful outcomes.

-> Collaborative: Youth engagement should collaborate with young
people in the design, delivery and evaluation of youth-centred
programs and policies.

-> Rewarding: Youth engagement should have benefits that
support young people’s learning, growth, and development, and
adequately compensate them for their time.

- Fun and engaging: Youth engagement activities should be
fun, age-appropriate, and easily accessible for young people to
participate in.

Young people had clear recommendations for how to establish and
operate a Youth Advisory group which can meaningfully inform
eSafety’s ongoing work. They felt passionately that young people
from a range of backgrounds, geographic locations, and ages should
be represented in such an Advisory group, and recommended multiple
possible pathways for recruitment, including via social media and
schools.

Once established, they said that a Youth Advisory group will be most
productive and inclusive if they meet online regularly (using freely
available software with appropriate technology support and training,
where required) and occasionally face to face (with a subsidy provided
for travel). They envision creating a sense of leadership among
young people by assigning clear roles and responsibilities to teams
and individuals. In this model, adults would play a supportive and
supervisory role by providing resources, training, and guidance, while
empowering young people to take the lead.

Advisory members would necessarily require training in various topics
and skills to enable them to build their capacities and maximise the
benefits of their engagement. Both training and regular Advisory
activities should be fun and age-appropriate and must avoid replicating
extractive or tokenistic consultation formats. Where possible, Youth
Advisory members should be involved in the planning and organisation
of activities, as well as the development and review of any Advisory
outputs. All outputs and resulting outcomes should be communicated
clearly back to members.

Finally, evaluation will be vital to the ongoing sustainability and
improvement of the Advisory group. Informal evaluation - which
seeks the reflections of Youth Advisory members and key eSafety
representatives - should be a regular and routine part of the Advisory’s
processes. In addition, a periodic formal review should also be conducted
by an independent evaluator.

Western Sydney University



A global-first initiative of the Australian
Government, the eSafety Commissioner
(hereafter, eSafety) is tasked with
empowering all Australians to have safer
and more positive experiences online.
While eSafety has a population-wide
mandate, the online safety of children
and young people has constituted a
strategic priority since it was established
in 2015.

westernsydney.edu.au | esafety.gov.au
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Research and practice insights suggest that ensuring the online safety
of children and young people requires targeted resources, long-term
commitments, and a whole-of-community and systems-based effort.
But how can we be sure that online safety education, campaigns, and
other initiatives are responsive to children’s and young people’s needs,
and impactful?

In 2021, eSafety commissioned the Young and Resilient Research
Centre at Western Sydney University to run a Living Lab process to
use youth-centred, participatory co-research and co-design methods
to consult with young Australians about:

- how young people perceive, experience, respond to and prioritise
online safety issues, and how they want to be supported across
online and offline settings to ensure they can use the internet safely
and for maximum benefit

-> how they would like to be engaged in the ongoing work of eSafety
to enhance young people’s safe and constructive engagement
online.

The consultations were designed to guide eSafety’s Engagement
Strategy for Young People. The project consulted with 49 diverse
young people aged 13-18 in urban and rural/regional locations in
four Australian states and territories to shape eSafety’s development
of online safety messaging and resources to:

- suggest a process for establishing a Youth Advisory group that can
meaningfully engage young people in an ongoing way in eSafety’s
work

- draft an Aspirational Statement, which captures young people’s
vision for a safe, vibrant, and inclusive internet.

This report documents young people’s insights and advice. While their
wisdom will shape eSafety’s Engagement Strategy for Young People,
it is hoped that the insights contained herein will be of use to myriad
other organisations working alongside eSafety to secure the internet
for young people for generations to come.
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METHODS

The project used a co-research
and co-design process to identify
young people’s key online safety
concerns; to define how they want
to be addressed by online safety
education and resources; to draft
a statement that captures their
aspirations for their safe online
engagement; and to design a
process to engage young people
meaningfully in the ongoing work of
eSafety.

A total of 49 young people aged 13-18, from New South Wales,
Victoria, South Australia, and Western Australia, each participated in a
series of three 2.5-hour online Living Lab workshops (see Appendix A).

These workshops used creative and participatory methods and were
led by young facilitators who were trained by the Young and Resilient
Research Centre team. In the workshops, young people worked in
small groups to complete fun and engaging activities designed to
envision the goals; identify the barriers and opportunities; co-design
the required processes; and critique and refine the draft processes.
They engaged in discussions and brainstorming, as well as role playing,
collage, and other activities.

The rich data generated by this process was analysed by the Young and
Resilient team using textual and visual analysis techniques to generate
the findings and recommendations contained in this report.

Each participant and their caregiver were required to give informed
consent prior to the workshops. This project had ethics approvals from
the Western Sydney University’s Human Research Ethics Committee
(approval no. 14267).

Overview of workshop content

WORKSHOP 1

« Key concerns

« Definitions of online safety
¢ Help-seeking

* Messaging

WORKSHOP 2

¢ Aspirational Statement

« Effective youth engagement
initiatives

* Barriers and influences to
youth engagement

WORKSHOP 3

¢ Youth engagement best
practice and poor practice

* Youth Cabinet
recommendations

Western Sydney University



ONLINE DELIVERY

COVID-19 lockdowns throughout New South Wales, Victoria, and South
Australia impacted the capacity of partner organisations and young
people to facilitate and attend face-to-face workshops. Subsequently,
the Young and Resilient team switched to an entirely online model
which used an online screening and consent portal for young people
to self-register for the workshop series.

Five youth facilitators were recruited and trained to facilitate and
deliver the online workshops via Zoom and Miro platforms. The youth
facilitators were also trained in online facilitation, ethical procedures
for working with young people, and online workshop methods.
Facilitators’ adhered to strict ethical protocols, as specified in Western
Sydney University’s ethics approval (approval no. H14267). Each
facilitator was paid to deliver the workshops.

Using Miro as the online platform enabled our team to generate rich
qualitative data (text, drawings, collage, etc.), while simultaneously
creating an engaging and participatory online environment for
participants (see Appendix B).
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Youth Cabinet
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RECRUITMENT AND SAMPLE

Participants were recruited with the assistance of youth-facing
partner organisations in New South Wales, Victoria, South Australia,
and Western Australia, who shared the registration portal with young
people in their networks.

In total, 49 young people from diverse backgrounds attended the
online workshops. Of these, 28 identified as female, 18 as male, and
three as non-binary or other. Thirty-two participants were in New
South Wales, 11 in Victoria, and three each in South Australia and
Western Australia. A total of 34 participants were from urban areas,
two were from regional or rural areas, and 13 preferred not to say.

Young people were each given a $100 gift voucher to acknowledge
and thank them for their time and expertise. Eighteen young people
expressed interest in staying updated about the project and its
outcomes.

Rather than generating a representative sample, this project aimed to
surface a diverse range of young people’s experiences to shape the
recommendations for eSafety’s online safety resources, the Youth
Advisory group, and the Aspirational Statement.

Thank You &

Screenshot of Miro boards with completed activities

westernsydney.edu.au | esafety.gov.au
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|. KEY CONCERNS

To help better target online safety education and
resources, workshops explored young people’s key
concerns about online safety. This section reports on
what young people identified as the most dangerous
issues online, how likely they think it is that they will
experience that issue, and what people, platforms

or behaviours comprise or undermine their perfect
internet.

Young people’s top three online safety concerns relate to interactions
with people online (catfishing, fake accounts, and contact from
unknown people), privacy issues (exposure of personal information,
photos, and stolen identities), and security issues (hackers, scams, and
malware).

Young people’s top three online safety concerns

Exposure
of personal
information,
\ON photos, stolen \TY
Q}C‘ s 4,  identities Q/(;\)R Is‘g(/&
& % ) >
< ™ !
| |
|
| | |
! : |
D, ©
&
Catfishing, 49/1/4 cYy ‘55\3 Hackers,
fake accounts, scams
contact from malware
unknown
people

Of these issues, approximately 66% of participants expect to encounter
privacy or security issues online, in contrast to 85% who feel that it is
likely they will have negative interactions with unknown people online.
This is possibly representative of the normalisation among young
people of chatting to people you meet online and having followers you
don’t know on social media.

Overall, participants were divided in how dangerous they felt this
activity was - 40% felt it was very dangerous, 18% felt it was somewhat
dangerous, and 42% felt it wasn’t particularly dangerous. Regardless of
how dangerous they thought it was, all were aware of the risks but felt
they could continue this behaviour without endangering themselves or
others with suitable precautions in place.

Young people want tips
and guidance on how

--» to navigate interactions
online with unknown
others.

Young people felt that cyberbullying and harassment were a concern.
However, they exhibited a sense of “cyberbullying fatigue” due to a
perceived oversaturation of cyberbullying education and a hyper-
focus on cyberbullying by teachers and parents. Young people expect
cyberbullying to occur but feel they have sufficient information about
this to manage the risks.

Other online safety concerns raised by young people included:
-> sexual exploitation (grooming, predators)

-> accessing or being exposed to inappropriate content
(pornography, violence)

- misinformation and fake news

- commercial advertising (sexual or false advertising, sale of illegal
or inappropriate goods)

- receiving judgement from peers about their opinions online

- vulnerability of particular groups (e.g. minorities) to a range of
online safety issues.

Western Sydney University



Il. HELP-SEEKING

When and how do young people seek help in dealing
with online safety challenges? What barriers stand

in the way of them seeking help, and what would
encourage them to seek help when they need it? This
section documents what participants said about their
current help-seeking practices and how they can be
strengthened to ensure that all young people receive
the support they need at the right time.

HELP-SEEKING PRACTICES

Young people seek help from trusted adults (parents, teachers, police)
for online safety issues in the first instance. They will also seek out
professional services (counselling, helplines), reporting mechanisms
(on social media websites, the eSafety Commissioner), peers, or to a
lesser extent, online forums or internet searches if they feel that they
can’t manage a situation on their own.

Young people are adept at understanding which sources of support
are best for the particular issue. For example, if the issue pertains to
something illegal, they would seek help from police; if they have mental
health concerns, they would seek out school counsellors or helplines;
if the issue involves a breach of privacy or a particular website, they
would approach IT support or use reporting mechanisms.

YOUNG & RESILIENT RESEARCH CENTRE | THE ESAFETY COMMISSIONER

Young people seek help
differently, according to
their assessment of the

--* situation, the nature of
the risk and the level of
threat presented.

“If the person’s life is in danger, | would make sure | am with
them and contact the developers.” (Male, New South Wales)

“[l would seek help] from trusted adults who can help with
[let’s] say if your bank details are stolen, they can contact
banks to solve them or...for...cyberbullying, using Kids Helpline
[because it can]...really impact on your wellbeing. Or...go to a
trusted adult to see if police need to be involved (things like
pedophilia and things that can put your life at risk).” (Female,
New South Wales)

“If someone took my bank account while | was shopping on
an unreliable website, I’d follow up with my bank and criminal
stoppers.” (Male, New South Wales)

“If the private information of my friend was being circulated
or someone was blackmailing them, | would immediately...
getin touch with...the police department responsible for
cybersecurity. Mentally, | think my friend would be struggling
so | would refer them to counselling places or reassure them
to the best of my ability. | would also get in touch with people
to remove the private information. If they are a victim of a
predator, | would immediately consult the police as well.”
(Female, South Australia)

UNCERTAINTY ADULTS NOT
ABOUT WHEN HELP IS RESPECTING FEAR OF
NEEDED BOUNDARIES PUNISHMENT STIGMATISATION
PATRONISING o o
THREATS AND UNINFORMED LANGUAGE OR :
BLACKMAIL ADULTS MANNERISMS i VICTIM BLAMING
0 : 0

e o

Barriers to help-seeking experienced by young people
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Young people are most
likely to contact a trusted
adult (e.g. parents,
teachers) if they need
help. But they want to be
confident that adults have
the necessary knowledge
to help them and they
won't be patronised

or punished [by their
parents] for sharing and
seeking help.

BARRIERS TO HELP-SEEKING

Young people are less likely to seek help if they are faced with issues
like threats or blackmail, and they acknowledge that they may not
know when they need to seek help. In young people’s experience,
they have found that trusted adults and institutions do not always
have adequate information or resources to assist them in problem-
solving, and this deters them from reaching out for support. Further,
unsupportive approaches that prevent young people from seeking
help include getting too personal (e.g. prying or asking for too much
information), not respecting their boundaries, punishing, stigmatising,
victim-blaming, or using patronising language and mannerisms.

If young people expect to experience any of these behaviours, they can
be discouraged from seeking support.

“I'We would like my parents to] assure us that even if
something had gone wrong, they’d help us out rather than
scolding and berating us.” (Workshop 1, whole-group activity)

“Some online situations can come with threats and blackmail
which can deter people from seeking help. These situations
include grooming and revenge porn.” (Female, New South
Wales)

INCREASING HELP-SEEKING BEHAVIOURS

Young people want to be reassured by the knowledge there are
organisations and services that can help, but importantly they want
to know how they can help and what difference receiving help will
make to the problem. Having friends and family who encourage and
advocate for seeking help de-stigmatises the practice. It’s critical,
however, that young people can be confident that their privacy, and
the confidentiality of what is disclosed, will be maintained. Young
people want to know they can trust who they approach, and they also
want to feel safe, comfortable, and respected.

“I would DM (direct message) my friend and we would try
troubleshooting together...” (Male, New South Wales)

“I would personally feel encouraged knowing what the person
or organisation could do to help and have a good idea what

I was going into and the benefits it would potentially bring.”
(Female, New South Wales)

Positive
reinforcement and

\ 4

support from family
and friends

Increased awareness
of available services
and what they can
provide

Reassurance that
the services are
confidential and
anonymous

Top-three factors increasing young people’s help-seeking behaviours

Western Sydney University



Young people are
positive about
professional support
services available to
them. They think these
services are generally
reliable and supportive.
But they want to be
reassured that these
services are confidential
and anonymous. These
factors are critical to
encouraging help-
seeking.

“[1 would seek help if] | knew that the issue would be handled
privately, and with someone trusted or reliable.” (Female, New
South Wales)

“By creating an open, anonymous platform for discussion, it
allows for this kind of discussion to be normalised.” (Male, New
South Wales)

“If the information regarding how to deal with these situations
is provided in a way where | feel safe, or where | can keep my
identity hidden for the most part, | would feel comfortable

in confiding in the proper authorities and asking for help.”
(Female, South Australia)

Concerningly, some young people will wait until they feel that the
issue is getting worse, cannot be resolved or that someone’s life
is in imminent danger before they seek help. Clear and relatable
communication is important in reinforcing positive help-seeking
behaviours and encouraging young people to seek help before the
issue becomes unmanageable. If young people understand the
possible or probable consequences of the situation and the serious
ramifications of not seeking help, they are more inclined to seek
out support. Hearing stories or anecdotes of other young people
with shared experiences can also contribute to legitimising and de-
stigmatising help-seeking practices.

“Safe spaces where you aren’t being judged for what you say/
do [would encourage me or my friends to seek help].”
(Female, New South Wales)

“[l would seek help upon] learning about others in the same
position.” (Male, New South Wales)

“I think my friends can resonate with the need to get help if
they hear the personal stories of others and empathise with
their circumstances so that they can take the next step and get
the appropriate help.” (Female, South Australia)
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lll. MESSAGING

How do young people relate to and make sense of
current online safety messaging? This section draws
on young people’s appraisals of current online safety
messaging to identify key principles for developing
messaging that will speak to young people’s concerns,
thereby empowering them to better identify and
manage online safety risks.

Above all, participants were adamant that, where possible, young
people should be engaged in the design of online safety messaging
to ensure its relevance, relatability, and appeal. They also made
concrete recommendations about how to ensure online safety
messaging hits the mark.

LANGUAGE AND TONE

Young people want online safety messages that are concise and easy
to read and understand. They prefer clear writing styles and youth-
friendly language that doesn’t try too hard to be ‘cool’. Technical
jargon and an oversaturation of information can feel impenetrable to
young people and should be avoided.

Young people prefer messages that take a positive stance on internet
safety and aim to be supportive, understanding and encouraging of
young people’s digital habits. Messages that are prohibitive (e.g.
‘don’ts’ or ‘nevers’) or alarmist (e.g. “Online friends are bad because
they’re all older men catfishing you and trying to coerce you into
sharing sexual content” - Workshop 3, whole-group activity) can make
young people disengage and shut down. These narratives and tones
make young people feel like they are being patronised or berated and
undervalues their experiences and skill sets.

Young people want the tone of online safety conversations to be
appropriate to the subject matter. Overall, they tend to prefer an
informal, colloquial tone because it makes them feel comfortable and
the conversation less of a ‘big deal’. However, at the same time, they
understand there is a time and place for serious conversations about
more severe issues (e.g. online sexual exploitation and abuse). They
want the messages that they receive about these issues to adequately
convey the consequences and communicate an informed and educated
perspective.

Young people want

the tone of online

safety messaging to be
appropriate to the subject
matter. They prefer

casual conversations, but
recognise the need to
have serious conversations
about serious issues.
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When appropriate, humour can be a powerful mechanism to bring a
lighthearted tone to online safety conversations and make them more
digestible for young people. It can also encourage young people to
share the message among their friends and peers if it resonates with
their sensibilities.

Personal anecdotes and stories about other young people’s online
safety experiences can also be a useful communication tool. Stories
feel relatable and engaging while also depersonalising the scenario,
reducing the discomfort that comes with discussing sensitive subjects.

“IThe] language [and] tone [of online safety messages]:

Not controlling or rude but more-so encouraging and
understanding of the fact that these things could happen and
supporting me if they did.” (Female, New South Wales)

“Perhaps include some humour (in appropriate places) as
things spread on the internet when the viewer finds something
so enjoyable or meaningful that they want it to be seen.
Serious content does not thrive under these conditions. Keep
in mind, humour is extinguished if it does not relate to young
people.” (Male, New South Wales)

“[l want to receive messages that are] lighthearted,
colloquial...but straightforward.” (Female, South Australia)

“Humour mostly engages me because even if the topic being
discussed is boring, humour helps draw out essential details
yet still engages the viewers....I find it most engaging when
there is a video that has comedic elements that discusses
online safety.” (Workshop 7. whole-group activity)

“When they use real examples rather than theoretical
examples...engaging learning can be done when real-life
examples are used.” (Workshop 7, whole-group activity)

VISUAL FEATURES

The overall ‘look and feel’ of a website or resource, including layout,
colours and fonts, evokes an immediate impression which can impact
young people’s receptiveness and engagement. Young people spoke
about the need for an ‘aesthetic’, referencing the ‘look and feel’ of
internet subcultures and social media accounts.' An ‘aesthetic’ has
consistent themes and design elements which makes it identifiable
and conveys a particular ‘vibe’ or mood. Developing a visual identity
using colours, fonts and graphic design, and then maintaining it across
messaging and platforms can mirror youth pop cultures and enhance
young people’s engagement.

Young people prefer clean, uncluttered layouts which incorporate
empty spaces and balanced visual elements. Bright, eye-catching
colours can appeal to young people, however shades that clash or are
too bold can be jarring. Colours should enhance readability rather than
diminish it. Fonts, too, should be consistent. Resources should not use
more than two different typefaces (e.g. Arial, Courier New), and these
fonts should be maintained across all materials. Larger font sizes can
be used to highlight key messages so that they can be communicated
at a glance.

Young people prefer
messaging with a
consistent visual
aesthetic that makes
information engaging,
appealing and easy to
digest.

-

Online safety resources that appear text-heavy are less likely to
engage young people. Information should be communicated in bite-
sized ‘chunks’, with varied font sizes or visualised using infographics.

Varied visual content - for example, images, videos, and infographics -
stimulates young people’s interest and motivates them to interact with
the resource. A lack of images on websites can feel ‘amateurish’ from
young people’s perspective. They want images that look professional
but do not clutter or overwhelm the layout. Young people also enjoy
embedded multimedia content, such as videos, which can convey
information easily without the need to read text. To maximise impact,
videos should be short, humorous, visually appealing, and tailored
specifically to young people.

“I'Yes], this page looks like something that would attract
a younger audience due [to] the aesthetics of the page.”
(Female, Victoria; Female, Western Australia)

“By making it bright and having the information summarised
helped keep it short and simple so people don’t get confused
and tired of reading all the information.” (Female, Victoria;
Male, New South Wales)

“I would try to add images that help convey the information
presented on the website. Important that the images and text
continue to be presented in a non-aggressive way, makes it
easy to read and understand.” (Male, Victoria)

“Keep the font consistent. The typewriter script look[s] off
compared to the rest of the writing. The background is also
really bright and makes the text hard to read.” (Female,
Victoria; Female, Western Australia)

“The addition of suitable images would help reinforce points
and make the website more engaging.” (Male, Victoria)

INTERACTIVITY

Young people appreciate online content they can engage and interact
with. Games and quizzes are popular features that introduce a sense
of fun and playfulness to a serious conversation and motivate learning
and engagement. They also make young people feel as though they
are active participants in the conversation. This can help to overcome
feelings that online safety conversations are one-sided and do not
communicate to young people ‘on their level’. Like humour, interactive
elements can also encourage sharing among peer groups, and help to
disseminate the message to a wider audience.

1 For example, see: https://aesthetics.fandom.com/wiki/List_of_Aesthetics

Western Sydney University
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“Add some quizzes, fun videos, make it more engaging for the
target audience.” (Female, New South Wales, Female, Victoria;
Male, New South Wales)

“Games about cyber safety [are some of the most engaging
messages | have received].” (\Workshop 6, whole-group activity)

“[Improve messaging by making it] more interactive - maybe
some questions/a quiz.” (Male, New South Wales, Female, New
South Wales, Female, New South Wales)

HOW TO MAKE ONLINE
SAFETY MESSAGING APPEAL
TO YOUNG PEOPLE

PR Use clear, concise language that
is easy to read and understand
Send a positive and supportive
message, rather than a
prohibitive one

€

Adopt a casual tone and don't
€= speak down to young people
Use humour where appropriate
to bring a lighthearted tone to
confronting messages

€---3

Share personal anecdotes and
stories from other young people
to make messages more relatable

€---3

Develop a coherent aesthetic that
appeals to young people and
replicate it across messaging and
channels

€---3

Use infographics, images,
consistent fonts and uncluttred
layouts to maximise visual appeal

€---3

Minimise text-heaviness and
information overload

€--->

Embed games, quizzes and
engaging videos that young
people can interact with

€---3

000600000
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PLATFORMS

Young people want online safety messages to be communicated to
them via platforms they frequently use. They appreciate having the
content put in front of them, rather than needing to search for the
information outside of their usual online spaces.

Instagram and TikTok, followed by YouTube, are their preferred
platforms and, currently, messaging will likely reach a wider youth
audience on these sites. Twitter and Facebook appear to be less
popular, although there may still be some value in communicating via
these platforms.

Young people want
online safety messaging
to be communicated
through platforms and
channels they regularly
use (Instagram, TikTok,
etc.). They are less likely
to seek out information
beyond their online
circles.

---3

Young people expect different types of content across different social
media platforms. Content should therefore be tailored for the platform
it is using. For example, young people expect content on TikTok to be
humorous (and occasionally political), whereas Instagram content
places more emphasis on the aesthetics of the post. Young people
turn to YouTube for informative content and, as such, it can be used to
communicate more in-depth information and messages.

Advertisements on various platforms such as Spotify, television, and
social media are also effective in reaching audiences beyond followers
and friends. Many young people do not have paid Spotify accounts
and, as such, are frequently exposed to ads dispersed throughout
listening sessions. Similarly, in lieu of paid-for streaming services,
advertisements during popular youth television shows may also help
to disperse the message. TED Talks, Google Doodles, and Discord are
other potential avenues for communicating online safety messages.

“l would prefer small, strong messages [about online safety]
that can be communicated as advertisements on popular
platforms, for example, Spotify ads.” (Female, South Australia)

“| think [online safety information] does appeal to a younger
audience because it is concise and straight to the point, it uses
images and social media such as TikTok.” (Male, New South
Wales)
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“I would want [online safety messages] to be explained in a
calm but still serious tone, and probably through an ad on tv or
people on social media sharing important information about
those issues.” (Female, New South Wales)

“[l want online safety messages communicated] through
YouTube as the majority of people who use the internet use
that platform always, if not daily.” (Male, New South Wales)

“[l want to receive online safety information on] social
media, for example, Insta, Twitter (even TikTok because using
humour is engaging) ...YouTube.” (Female, South Australia)

RELATABLE AND TRUSTWORTHY
COMMUNICATORS

Young people are most responsive to messaging that is communicated
by other young people. Adult presenters sometimes feel ‘cringey’
to young people, or like they are trying too hard to appeal. Where
possible, young or youthful presenters should be used to make the
content more relatable and attractive. Well-known social media
influencers, personalities and celebrities also enhance young people’s
engagement, and can help disseminate the message to a wider
audience.

At home, they want parents to have open conversations with them
about their online safety concerns while respecting their privacy.

At school, they want education on these issues through workshops,
excursions, and activities. Talks from police are not an effective way to
communicate about online safety, despite being a common practice
in some schools. Young people find these presentations intimidating
or ‘too serious’ which can detract from the messaging. Outside of
home and school, young people may also be responsive to messaging
via youth and community organisations, and services such as Kids
Helpline. Importantly, they feel that the online safety information
they receive should be informed by, and have the credibility of, the
government and other reliable online safety resources.

“The older host [is unappealing]. | know this guy was trying to
come off with...a relatable, wryly amused personality, but it
was a tad cringey.” (Female, South Australia; Female, New South
Wales, Gender queer, Victoria)

“It’s appealing for young people because...the influencer is
young herself; it makes her messages more relatable.” (Male,
Victoria, Female, South Australia)

“Il would like to receive information from] organisations
known for spreading information like this, for example, Kids
Helpline, school.” (Female, New South Wales)

“I would like the government and other reliable people to
sponsor and work with young influencers [to deliver online
safety messages].” (Female, New South Wales)

TIKTOK
Short, humorous
video content

INSTAGRAM TV & SPOTIFY
Visually ADS
appealing Free-to-air
4
content | channels
|
® | b
\ | 7/
N\ v
N\ /7
\ 7/
OTHER
YOUTUBE Facebook, Twitter,
In-depth, ¢=——- COMMUNICATION ———» TEDTalks, Discord,
informative CHANNELS Google Doodles,
video youth orgs, Kids
Helpline
7/ N
/7 N
/7 N
7/ | \
1 3 | A
|
| YOUNG
it v PRESENTERS
If communication . .
. Including social
is respectful and :
) media
informed )
SCHOOLS influencers
Workshops,
excursions,
seminars

Young people’s preferred channels of communication for online safety messaging
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Young people are most
receptive to online
safety messaging
delivered by other
young people. But
they also want parents
and teachers to give
them reliable online
safety information from
credible government
sources.

WHAT (NOT) TO SAY AND HOW (NOT) TO SAY IT

Feelings of being misunderstood, disempowered, or that their digital
skills are undervalued are the primary sources of frustration for
young people when it comes to communication from adults about
online safety issues. Initiating conversations with phrasing such as
“In our day...” or “When | was your age...” conveys outdated thinking
that fails to attempt to understand young people’s digital practices.
Exacerbating this, young people often feel that adults are mis- or
uninformed about the realities of the internet and online safety, and
that this results in overly prohibitive or fear-driven messaging.

DISEMPOWERED

PATRONISED
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When initiating conversations about online safety, young people
want adults to pose questions to them and respectfully invite them to
engage in discussions about these topics. This sets up the conversation
on their terms, encouraging them to participate in the discussion more
openly, and does not force them into a dialogue they are unwilling to
engage in.

They want informed messaging that communicates alternative,
safe ways to approach and resolve online safety issues, instead of
immediately prohibiting the activity. Over-used or cliched statements
such as “Don’t talk to strangers” are particularly off-putting and
repetitive. Turning ‘don’t’ statements (e.g. “Don’t send selfies to others,
people will screenshot!” - Workshop 4, whole-group activity) into
constructive messages (e.g. “Instead of don’t send selfies to others,
say ‘be mindful of who you are sending to, make sure they are your
friends’.” - Workshop 4, whole-group activity) can communicate a
willingness to collaborate on solutions that work for both parties.

Young people deeply value online technologies and appreciate the
benefits and enjoyment the internet brings to their lives. Blanket
statements which assert that the internet as a whole is bad or a risk,
without acknowledging any positive aspects, are unappealing to young
people. Instead, young people told us that messages that begin by
recognising the ways young people value and use the internet are more
likely to be positively received.

Finally, they want to feel respected and trusted. Adults tend to ask
questions or have conversations that transgress young people’s sense
of privacy (e.g. “Who are you talking to online?”). This can feel invasive
and convey distrust both of young people and of how they use the
internet. Messaging should instead seek to empower young people to
independently make their own informed decisions with appropriate
levels of support, and with respect to their age and digital literacies.

G SHO
$¢§5p‘G‘N UL D 8

UNDERSTANDING

POSITIVE EMPOWERING

CONSTRUCTIVE


https://www.westernsydney.edu.au
https://www.esafety.gov.au

CONSULTATIONS WITH YOUNG PEOPLE T