


contain a high risk of false positives; increase vulnerabilities to security threats and attack – 
thereby weakening online safety for all users – and enable the ability to expand use of such 
systems to scan other categories of content in the future.4 

The eSafety Commissioner has publicly stated that it supports privacy and security, and 
does not advocate building in weaknesses or back doors to undermine end-to-end encrypted 
services.5 But client-side scanning fundamentally undermines encryption’s promise and 
principle of private and secure communications and personal file storage. We urge the 
Commissioner against creating standards that would force encrypted services to implement 
such scanning measures as they would create an unreasonable and disproportionate risk of 
harm to individuals and communities. 

Australia is a leader in the field of online safety policy making, and this position comes with 
responsibility in shaping the norms and direction of international internet governance and 
regulation. Proceeding with the standards as drafted would signal to other countries that 
online safety is somehow counterposed to privacy and security, when the opposite is true. 

We strongly urge the eSafety Commissioner to amend the proposed industry standards to 
ensure the protection of privacy and security, and urge the Australian Government to commit 
to the ongoing protection and strengthening of encryption, privacy and digital security. 

Sincerely, 

The following undersigned organisations and individuals, 

4 For further detail on the risks of client side scanning see: ‘Fact Sheet: Client-Side Scanning’, Internet Society 
24 March 2020, https://www.internetsociety.org/resources/doc/2020/fact-sheet-client-side-scanning/; and 
‘Bugs in our Pockets: The Risks of Client-Side Scanning,’ 14 October 2021, https://arxiv.org/abs/2110.07450. 
5 See ‘Updated Position Statement: End-to-end encryption ,’ October 2023 
https://www.esafety.gov.au/sites/default/files/2023-10/End-to-end-encryption-position-statement-
oct2023.pdf; and ‘Australia releases new online safety standards to tackle terror and child sexual abuse 
content,’ The Guardian, 20 November 2023, https://www.theguardian.com/australia-
news/2023/nov/20/australia-esafety-standards-new-2023-targets-child-content-terrorism-detection. 





 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 
 

 

 

  



 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 



 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 



 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
  

 

 

  

 

 

 
 

 

 



 

 

 

 

  

  

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

  

 

 

 

  

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

 



 

  

 

 

 

 

 

 

 

 

 

 

  

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

  

 

 



   






