eSafety’s consultation on the social media

age restrictions

The eSafety Commissioner conducted consultations with representatives of the Australian

community, experts and online service providers to inform the development of regulatory
guidance for the social media age restrictions between June and August 2025.

Specific areas of expertise sought included:

The use of age assurance technologies and implementation considerations.

The possible impacts on users of age-restricted social media platforms, including in
relation to protective factors that support and build resilience for young people and
families, as well as possible impacts on privacy and digital rights.

Insights into possible circumvention or unintended consequences of the age
restrictions, and how to reduce these.

How to help eSafety effectively communicate changes to the community, including to
young people, parents, carers, educators and frontline workers.

Read more about the consultation process, including how representatives were selected.

eSafety is grateful to everyone that gave their time to participate in the consultations. This

document features the summaries of 26 multi-stakeholder consultation roundtables and

one-on-one meetings.
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Consultations with online service providers

These participants discussed:

e Determining principles or standards for age assurance

e Requirements for age assurance across the user journey
e Evaluating age assurance measures

e Assessing compliance and enforcement

Determining principles or standards for age assurance

Participants broadly supported a principles-based regulatory approach, noting that it would
allow companies to adopt age assurance methods tailored to their specific operational
contexts. Participants also called for clear guidance on what constitutes ‘reasonable steps’
under the legislation.

Participants identified several principles they felt were important to guide the
implementation of age assurance:

e Solutions should be robust and interoperable, promoting reliability, security and cross-
platform compatibility.

e A layered approach combining multiple complementary techniques for effective age
assurance.

¢ Systems should be privacy-preserving, minimising the amount of data necessary to
assure age accurately.

e Systems should be inclusive and accessible, avoiding bias and ensuring fairness for all
users, including groups at high risk.

e Age assurance measures should uphold the best interests of children and other users,
protecting rights to participation, privacy and safety.

e Age assurance should be proportionate to the risk posed by relevant features.

Requirements for age assurance across the user journey

Participants emphasised that age assurance solutions should be scalable and flexible to
support platforms operating across multiple jurisdictions with a wide range of legal and
regulatory requirements.
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Participants noted that regulatory guidance should avoid being technology prescriptive,
recognising that technology evolves rapidly and platforms will have different technological
requirements.

Participants shared examples of technologies currently used or under consideration to
detect, infer, estimate and/or verify user age at sign-up and throughout the user lifecycle.
These include:

e Facial age estimation to detect age based on artificial intelligence (Al) analysis of
biometric data using an image of the user and ‘liveness’ checks.

e Age inference models to analyse user behaviour, content, and engagement patterns to
infer age.

¢ Real-time Al detection tools to flag potential age inconsistencies between stated age and
apparent age on live streams and other user-generated content.

To complement core age assurance measures, participants identified several supporting
measures, for example:

e App store age ranges (currently in development) to be shared via application
programming interfaces (API) as a complementary signal to confirm user age.

e Parental vouching was raised, both as a method platforms could apply as well as a
method to support app store APIs, though some participants raised questions about
reliability.

e Human moderation used to assess flagged accounts and edge cases.

e |D verification, typically used as a fallback or appeal mechanism, with accepted
documents in overseas jurisdictions including school cards, passports and driver

licences.

Evaluating age assurance measures

Participants highlighted several challenges with age assurance techniques, such as:

e Narrow age thresholds (for example, 1 year) can make it difficult to accurately detect
restricted ages, especially for mid-teen age ranges due to developmental variability.
Some participants raised that it may be easier to detect an age threshold for 18-year-
olds, due to more life milestones that can signal age, such as credit cards, financial
obligations, drivers’ licences and voter registration.

e Visual and behavioural signals used for age inference or estimation can be difficult to
interpret and separate from other ‘noise’ — for example, an adult posting about a
children’s television program could be misidentified as under 16.
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e Too much friction during processes can lead users to abandon or circumvent the age
assurance process.

e Privacy-focused designs and ephemeral content features can limit the data available for
real-time age detection and model tuning.

Participants warned that poorly implemented processes could lead to unintended and
adverse outcomes for users:

e False negatives in age inference or estimation were flagged as a potential risk that may
exclude legitimate users from access to accounts.

e Deactivation of underage accounts could negatively impact young people and should
involve sensitive handling and support pathways.

e Circumvention of age restrictions, sometimes with support from adults, is a known
practice and can be difficult to mitigate.

Robust appeal processes, user education and parental engagement were raised as methods
to mitigate these risks.

Some participants proposed measures to support under-16s during the rollout of account
changes due to the minimum age obligations, including maintaining access to personal data
from user accounts and integrating referrals to mental health or support services directly
within platforms.

Assessing compliance and enforcement
Implementation challenges

Several participants expressed concerns about implementing age assurance systems under
a compressed timeline, highlighting that:

e Modifying existing systems or developing proprietary solutions can be complex, involving
multiple stages — design, development, testing and deployment — each requiring careful
planning and execution.

e Engaging third-party verification providers would still require companies to undertake
procurement processes, system integration and rigorous testing before rollout.

e Organisations of all sizes may depend on external vendors for age assurance
technologies, and the capacity and scalability of these providers may not be tested,
posing potential bottlenecks.

‘ & eSafetyCommissioner eSafety.gov.au




e Operational readiness for deploying new age assurance mechanisms — such as custom
workflows for reporting and appeals, or establishing human moderation pipelines -
requires resources, and potentially new staff recruitment and training.

Coordinating a systems-wide approach

Some participants stressed the need for a system-wide approach to compliance,
recognising the shared responsibility of platforms, third-party vendors and app stores in
restricting accounts for under-16s. They considered aligning age assurance efforts across
these sectors by:

e adopting industry standards (for example, ISO) for age assurance
e setting common benchmarks for age detection

e advancing research on the impacts of age assurance technologies.
Uncertainty around obligations

Key areas of uncertainty included:
e intersections with the Privacy Act when using age-related data for assurance

e whether under-16 users could access limited platform features without full interactivity
under the new obligations

e compliance expectations for determining who is an ordinary resident of Australia.
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Consultations with age assurance vendors

These participants discussed:

e Determining principles or standards for age assurance

e Age assurance technologies and processes

e Circumvention of age assurance measures (location and age based)
e Requirements for age assurance across the user journey

e Assessing compliance and enforcement

Determining principles or standards for age assurance

Participants raised the importance of designing age assurance systems that are effective,
fair and respectful of users’ rights.

They suggested key principles such as:
e balancing privacy with protection, promoting safety without unnecessary intrusion

¢ avoiding burdensome measures that could discourage legitimate users or create barriers
to access

e ensuring inclusivity, particularly for First Nations communities and users without
standard forms of ID

e providing compassionate pathways for appeals and edge cases, recognising that not all
users fit neatly into standard processes

e clearly distinguishing age verification from identity verification, to avoid conflating the
two

e preventing excessive data collection and retention, especially where it could undermine
user trust

e promoting user choice and transparency, so users understand how their data is used and
can make informed decisions.
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Age assurance technologies and processes

Participants shared examples of age assurance technologies, highlighting their strengths,
limitations and use cases:

e Facial age estimation provides an estimated age range or threshold. Participants
highlighted this technique is fast and user-friendly but can be less reliable for borderline
ages.

e Document and face match verification offers stronger assurance by comparing 1D
documents with a selfie but requires users to submit official documents.

e Government ID plus selfie verification is highly effective, but can be inaccessible for
young users and marginalised groups who may not have formal ID.

e Email-based age estimation uses behavioural data linked to email usage, offering an
alternative to using biometric data.

o Age tokens, digital ID wallets and personas let users prove their age once and share
across services without repeating the process, while also protecting privacy through
selective disclosure.

¢ Interoperability frameworks (for example, euConsent) can support cross-platform age
assurance, helping to standardise processes and reduce duplication.

Participants highlighted some challenges in conducting age assurance among 16 to 17-year-
olds due to limited access to formal ID. They suggested:

e providing fallback options such as professional vouching or parental consent for users
unable to confirm their age through other options

e limiting account creation on a service to one per age-assured identity to reduce misuse

o effectively managing borderline cases in facial age estimation, where users fall close to
age thresholds

e offering multiple age assurance methods to support inclusivity and accommodate diverse
user needs.

Circumvention of age assurance measures (location- and age-based)

Participants shared examples of ways age assurance systems could be bypassed and the
measures that could be applied to address this. Key risks included:

e Using virtual private networks (VPNs) or proxies to hide a user’s real location. It was
noted these can be mitigated through IP address analysis, as well as a variety of other
signals about a person’s location, such as behaviour patterns and geolocation data.
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Sharing age-assured accounts with underage users (also known as account ‘muling’) to
avoid age checks. It was noted this can be detected through standard security practices
that can trigger checks when an account is accessed through a new device or location, or
when it begins to behave differently.

Creating fake or mixed identities by combining real and false information to trick age
assurance systems. It was noted this can be addressed through anti-spoofing measures
and ongoing age inference models.

Clearing browser cache or switching devices to reset age checks and make a new
attempt.

Answering knowledge-based questions using guessed or known information.

Requirements for age assurance across the user journey

Participants outlined a range of strategies to strengthen age assurance systems and reduce

the risk of circumvention at different stages of the user journey. These include:

embedding age checks at the user interface level to ensure age assurance happens early
during account creation

using ‘waterfall’ approaches that combine multiple signals and techniques to improve
accuracy and system robustness

implementing liveness detection and face matching to confirm that a real person is
present and matches the submitted image

tuning facial age estimation thresholds
identifying behavioural signals that a user may be under 16 to trigger a further age check
tying credentials to a specific user and device

establishing audit trails to log when and how age assurance was conducted, while
protecting user privacy

monitoring for unusual or suspicious behaviour that could indicate attempts to bypass
the system.
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eSafety’s implementation of the social media minimum age
obligations

Participants hoped that regulatory guidance would achieve the following:

o Deter the use of low-efficacy solutions by setting expectations that discourage low-cost
approaches that may have higher rates of inaccuracy.

o Apply a risk-based approach, considering platforms’ functionality and user interaction
levels.

Noting the timeframe for the new obligations, some participants shared examples of
integrating age assurance methods into existing systems. Some examples demonstrated
that implementation could happen within hours or weeks, but this may depend on the
platform’s testing requirements, contract timeframes and the readiness and/or complexity
of existing reporting and appeal processes.

Assessing compliance and enforcement

Participants provided suggestions for an oversight and accountability framework to ensure
age assurance systems are effective, inclusive and privacy-preserving:

e Certification and independent audits of both age assurance technology providers and
platforms.

e Outcome-based evaluation, requiring platforms to demonstrate that underage account-
holding is meaningfully reduced.

e Use of third-party surveys and internal metrics to assess real-world effectiveness of age
assurance technology against internationally recognised benchmarks.

e Regulatory oversight and information-gathering powers to ensure compliance and
validate platform performance.
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Consultations with subject matter experts on the
technical application of age assurance measures

These participants discussed:

e Determining principles or standards for age assurance

e Requirements for age assurance across the user journey

e Circumvention of age assurance measures (location and age based)

e Evaluating age assurance measures

Determining principles or standards for age assurance

Participants supported the need for clear principles to guide industry in integrating age
assurance technologies, with emphasis on privacy, equity and effectiveness. There was
strong support for privacy-by-design approaches and minimisation of data collection.
Several participants stressed the importance of interoperability — ensuring age assurance
tools complement existing safety tools.

Privacy and accuracy

Some participants raised privacy-enhancing technologies such as zero-knowledge proofs
and token-based systems, though views diverged on their readiness and practicality. Some
saw them as promising but immature; others questioned their relevance to safety
outcomes.

Some participants cautioned against an over-reliance on biometric data, pointing to risks of
inaccuracy and bias, particularly for younger teens and diverse populations. Participants
also highlighted the need for transparency and accountability in what age estimation tools
are used and how they are tested and reported, especially regarding racial and disability
bias.

Participants also discussed:

digital inclusion

minimising disruption for users aged 16 or older

the potential for users to move their data between different platforms

reflecting public preferences for age assurance methods.
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Participants recommended that any regulatory reporting requirements should be clear, to
avoid potential over-collection of data due to uncertainty. Participants urged eSafety to
support a data minimising approach and provide clear guidance on what data platforms will
need to retain for compliance purposes.

Parental and institutional empowerment

Some participants noted the importance of empowering and supporting parents and
schools, in addition to platform-level controls. The risk of the age restrictions creating a
false sense of security among parents was also raised.

Standards versus principles

There was discussion about whether eSafety’s guidance should align with international
standards (for example, the draft ISO/IEC 27566) and whether these should replace flexible
principles. Support was mixed, with some participants advocating for global alignment for
consistency and auditability, while others expressed scepticism about the transparency and
applicability of such standards in the Australian context. It was noted that the international
standard for age assurance is currently being drafted and has not been finalised.

Requirements for age assurance across the user journey

Participants emphasised that age assurance should be integrated across the user journey,
not just at account creation. There was broad support for multi-layered assurance with
platforms being able to rely on age signals from other parts of the tech stack, including
devices or app stores, provided those signals are privacy-preserving and de-identified.

Participants noted that age assurance should be flexible and context sensitive.

There was cautious optimism about emerging technologies, but participants also noted the
environment remains in flux, with technological maturity and international standards still
developing, and a short timeframe until the obligation takes effect.

Circumvention of age assurance measures (location- and age-based)

Participants believed that circumvention is inevitable and multifaceted. There was support
for platforms to take reasonable steps to combat against common methods of
circumvention. Common methods include:

e use of VPNs to mask location
e older siblings or peers providing access to devices or accounts

e parents assisting children in bypassing age gates
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¢ hand-me-down devices retaining adult credentials

e Al and deepfake tools used to spoof age estimation systems.

Participants discussed ways to address these methods, including but not limited to
monitoring user behaviour post-signup, noting this should be respectful of and compliant
with privacy requirements. Some participants also noted that limited behavioural data is
available at signup, and the account holder has to spend some time on the service in order
to be able to draw an inference about their age or location from their behaviour.

Platform migration

Participants also noted that the social media minimum age could lead children to migrate
to less regulated or riskier platforms, underscoring the need to monitor migration post-
implementation.

Evaluating age assurance methods

There was general agreement that effectiveness should not be measured solely by the
number of children blocked from platforms. Participants suggested evaluation should
consider whether age assurance is implemented in ways that uphold privacy, equity and
children's rights. Holistic challenges to effective age assurance were highlighted, such as
the ease of integration into existing systems.

Participants suggested a mix of internal metrics (for example, drop-off rates, appeal
volumes) and external validation (for example, audits, certification schemes, user surveys).
Some recommended involving third-party researchers to assess impacts on children and

families.
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Consultations with international regulators and
government representatives

These participants discussed:

Determining principles or standards for age assurance
Requirements for age assurance across the user journey
Circumvention of age assurance measures (location and age based)
Assessing compliance and enforcement

Future-proofing

Determining principles or standards for age assurance

Participants recommended a principles-based framework over a prescriptive technological
mandate. Common principles cited include:

Robustness: Measures should withstand attempts to bypass or manipulate them.
Reliability: Systems should consistently produce accurate results across contexts.
Technical accuracy: Especially relevant for biometric estimation tools.

Fairness: Avoiding systemic bias, particularly in Al-driven methods.

Privacy and data minimisation: Age assurance should not compromise user privacy or
collect unnecessary data.

Participants noted that some regulators have developed criteria-based approaches and

risk-based frameworks. These allow flexibility and future-proofing while maintaining high

standards.

Participants shared examples of:

using a ‘mini wallet’ for age credentials
developing a matrix evaluation for each age assurance technology against key principles

offering multiple categories of age assurance such as ID upload, mobile ID, credit cards,
and self-declaration (self-declaration on its own was not viewed as meeting the
common principles)

using existing mechanisms, such as phone registrations, to infer age.
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Requirements for age assurance across the user journey

Participants told eSafety about the importance of considering multiple points in the user
journey, including:

e Account creation: Most common point for age checks where access to the entire service
is restricted.

e Content access: For example, on a mixed-age service that offers some adult or harmful
content.

e Appeals and re-assuring age: Where users challenge age assessments.

e Ongoing monitoring: To detect circumvention or changes in user behaviour.

Participants noted that age assurance should not be a one-time event. Instead, platforms
should consider repeated checks based on risk, user behaviour or changes in context.

Participants shared examples of:

e a tiered age assurance process based on site structure (whole site, menu, specific
content)

e an outcome-based approach allowing platforms to determine when and how to apply
age checks, and consideration of age assurance at the app store level

e risk reviews to determine appropriate assurance levels.

Circumvention of age assurance measures (location and age based)

Participants discussed the challenges of both location-based and age-based circumvention,
and noted potentiation mitigation strategies, including:

e Liveness detection in biometric systems.

e Robust appeals pathways with strong age assurance processes.
e Automatic detection systems to flag suspicious behaviour.

e Monitoring for repeated attempts to create accounts.

e Education initiatives for parents and carers, noting the importance of education as a
safeguard.
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Assessing compliance and enforcement

Participants noted early approaches to compliance and enforcement include:

e Risk-based supervision: Prioritising platforms with higher risk profiles or larger youth
user bases.

e Evidence-based reviews: Combining platform-provided data with complaints, research
and user experience testing.

e Statutory information requests.

e Third-party audits.

Participants noted challenges, including:
¢ Information asymmetry between platforms and other stakeholders.

e Lack of standardised metrics to compare effectiveness across platforms.

Future-proofing

Participants told eSafety about the importance of flexibility and adaptability in their
frameworks. Participants noted potential strategies, including:

e non-prescriptive guidance: avoiding mandates on specific technologies to ensure future
proofing

e principles-based standards: allowing new methods to be assessed against core criteria
e open-ended lists of acceptable methods: recognising emerging technologies

e cross-regulatory collaboration: promoting coherence across privacy, safety, and identity

frameworks.

Participants shared examples of:

e developing a non-exhaustive list of age assurance methods capable of meeting
compliance requirements if deployed properly

e a modular wallet system adaptable to different age thresholds

e broad policy language allowing future changes in age thresholds or methods.
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Consultations with civil society and academia

Selected civil society and academics had expertise in or represented the following:

Child safety

Child rights

Digital rights
Technology regulation

Groups at high risk including people with disability, LGBTIQ+, First Nations, rural and
regional communities, and children in care.

Mental health support
Online gendered violence

Eating disorders

These participants discussed:

eSafety’s implementation of the social media minimum age obligations
Age assurance and account management

Supporting children’s online safety and wellbeing

eSafety’s implementation of social media minimum age obligations

Participants encouraged eSafety to model best practices by embedding child rights, privacy

and proportionality into its guidance and collaborating with global regulators to promote

consistency and learn from emerging best practices.

Some participants noted the importance of aligning implementation of the social media age

restrictions with:

privacy legislation, including considering different age thresholds under the Privacy Act
and the Online Safety Act

consumer protection laws to clarify regulatory remits and enforcement roles between
eSafety and the ACCC

media classification systems and age-based content regulation.
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A strong, principles-based regulatory framework was recommended to ensure fairness and
accountability. Participants emphasised that:

e regulation and regulatory guidance should prioritise transparency, privacy, accessibility
and technical accuracy

e platforms may choose their methods but should align with these principles
e a ‘gold standard’ or rating system could guide implementation

e civil penalties should target systemic non-compliance, not individual instances of
platforms allowing account creation by a user under 16

e platforms should take responsibility for limiting harmful features and content.

Unintended consequences

Participants raised concerns about potential unintended consequences, such as:

e nder-16s may migrate to less safe platforms

e uUnder-16s may experience disconnection from support networks and reduced access to
education, employment, and mental health support. One example given was LGBTIQ+
youth using social media to access sexual health information anonymously

e many support organisations rely on social media to reach young people and raised that
they would need new outreach strategies.

Participants recommended that eSafety and other relevant stakeholders across government
and non-government organisations monitor and take steps to address these issues.

Compliance and enforcement

Some participants called for enforcement to focus on systemic failures. This included
expecting platforms to monitor and address widespread circumvention.

Some participants thought clear accuracy thresholds and error margins were needed to
guide implementation, but others disagreed with a prescriptive approach.

Some participants called for clearer guidance on the rules excluding certain classes of
services from the definition of age-restricted social media platform. Some participants
suggested the rules should be updated or interpreted to support children using social
media for essential connection or trauma recovery (for example, remote areas, juvenile
detention).

Participants cautioned against viewing the age restriction as a standalone solution. They
called for broader systemic reform, including:
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e the possibility of certifying ‘safe digital spaces’ with clear definitions
e stronger industry accountability for user safety
e industry adoption of Safety by Design principles

e ongoing evaluation and learning, including independent reviews.
Communication and awareness

Participants highlighted that clear, inclusive and ongoing communication about the social
media age restrictions is essential for successful implementation. Their suggestions
included:

e messaging should be co-designed with youth, developmentally appropriate, multilingual
and accessible to families and educators

e education should address safe online behaviour, risks of circumvention (for example,
VPNs), migration to unregulated platforms, which platforms are captured, and safe
alternatives

e programs should involve children, families and educators, with capacity-building in
schools, particularly those with higher numbers of students from vulnerable
communities

e outreach should use diverse channels and be led by communities
e youth-led campaigns and peer education were seen as powerful tools

e support should be provided for organisations like National Indigenous Youth Education
Coalition to find alternative platforms for youth expression

e finding ways to support young people to continue to share their voices online, including
those who identify as LGBTIQ+, First Nations, from regional areas or living with disability

e eSafety’s online safety resources in First Nations languages were praised, with
recommendations to expand targeted content on age restrictions.

Participants suggested the restriction could be framed as a temporary protective measure,
rather than a permanent exclusion, to take a child rights-respecting approach.

Age assurance and account management
Participants recommended that age assurance technologies be:
e privacy-preserving

e transparent and contestable
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¢ inclusive for users with disability and those that are marginalised
e consistent across platforms and jurisdictions

e accompanied by clear information about data collection, usage, and deletion.

Participants raised the following issues about current age assurance measures:

e Some participants perceived biometric and video-based age assurance measures as
intrusive, though others throughout consultation noted it was already being used by
consumers.

e Facial analysis and behavioural profiling were seen by some as unreliable, carrying a risk
of bias, and opaque, thus a need for good evaluation and transparency

e However, participants also felt that services should generally only escalate to harder
forms of age verification when necessary.

e Shared devices and atypical usage patterns could increase misclassification risks.

e There was an emphasis on privacy and security, noting the risks of identity theft and
misuse of data.

e Participants noted the potential for circumvention.
Appeals and account deactivation

Many participants said there should be accessible, low-barrier appeal processes. This could
prevent disenfranchisement, especially for vulnerable young people over 16 years. Appeal
processes should also be fair and transparent and include human-review.

There was strong support for child-friendly, trauma-informed processes when deactivating
under-16 accounts, including the following:

e Clear communication and notifications ahead of account deactivation, and supportive
messaging.

e Guidance on data retention, and options and grace periods for data download and
contact notification.

e Options for reactivation at age 16 (freezing or archiving accounts until users turn 16 was
preferred over deletion).

e Staged transitions with pop-up warnings and countdowns were recommended to reduce
distress.
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Privacy, consent, and data protection

Some participants said platforms should offer youth-friendly consent notices and clear
data use explanations. They also called for third-party providers to securely manage and
delete data once its purpose is fulfilled.

Participants told us platforms should not retain user data unless explicitly requested.

Supporting children'’s online safety and wellbeing

The delay in children holding social media accounts was seen as an opportunity to build
digital literacy. Participants supported:

e systematic, well-resourced education strategies

e co-designed content with young people

e integration into school curricula and long-term planning.

Many participants highlighted the potential distress caused by losing access to online
communities, especially for vulnerable children. They called for government to invest in:

e mental health services
e alternative options for connection and play

o digital literacy and education.
Help-seeking and reporting

Participants noted that children should feel safe to report harm, even if they are on
platforms they shouldn’t be on. Participants suggested platforms institute the following:

e Anonymous reporting options.
e Reassuring messaging to make clear to children that they won’t be in trouble.

e Child-friendly and accessible information (including access to the information by users
who are logged-out), which provides links to support services for age-restricted users
who have lost their accounts.

Migration risks

Participants raised concerns that children could move to platforms that were perceived as
less regulated spaces (for example, gaming platforms, Al chatbots), with calls for
monitoring and guidance. They suggested eSafety should collect and share data about
where young people are migrating and provide information to the public on the safety of
these and other services.
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Digital literacy

Digital literacy and community education were raised as key to preparing young people for
safe online engagement. Participants called for inclusive, lifelong education to support safe
online engagement. Participants’ views included:

e digital literacy should be embedded across children, families and communities

¢ online safety education should begin well before age 16 and be embedded in school

curricula.
e parents, carers and educators should be involved to ensure a unified approach

e parents and carers need support to discuss online safety and sexuality, with calls for
more programs to be funded

e further standardising the curriculum for sex and digital education, to avoid young people
turning to unreliable sources

e cross-departmental collaboration to address any gaps
e the need for culturally safe resources to support families and communities

e first Nations communities should lead education and protection efforts, with support for
initiatives like hackathons and ranger programs.
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Consultations with eSafety’s National Online Safety
Education Council and online safety educators

Participants shared key issues they had heard from educators, schools, children and
young people, and parents and carers:

e eSafety’s implementation of the social media minimum age obligations
e Communicating with children and young people, parents/carers, schools and educators
e Supporting children’s online safety and wellbeing

e User behaviour

eSafety’'s implementation of social media minimum age obligations

Participants supported the idea of the legislation as a ‘delay’ to allow time for consolidating
digital literacy. They suggested using this opportunity to strengthen education around safe
online behaviours including privacy, consent and respectful relationships.

Support for platform accountability and data privacy

There was strong support for shifting greater responsibility to platforms rather than parents
and carers. Some participants also raised concerns about how platforms handle biometric
and personal data during age assurance processes, with calls for transparency and
reassurance about data storage, retention and destruction.

Parental support and attitudes

Participants discussed the potential for parents and carers to become complacent about
the need for ongoing education and support for their children. It was reported by
participants that some parents and carers are unsupportive of the restrictions and could
seek to help their children circumvent the restrictions. They suggested targeted public
education/health campaigns to help parents and carers understand and support the
change.

Impact on current practices of educators

Participants raised the following possible impacts to the work of educators and educational
organisations:

e Lack of understanding of which services are included and excluded in the age restrictions,
and whether included services can be used in classrooms.
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e Increasing demand for parent/carer facing communication about the legislation.

e Rethinking and adjusting promotional practices for attracting prospective students,
especially for educators who have relied on social media channels for this purpose.

e Challenges associated with cohorts of students comprising different ages, for example,
Year 10 classes may include 14-, 15- and 16-year-olds to whom different rules will apply.

Communicating with children and young people, parents and carers,
schools and educators

Participants offered the following suggestions for effective communication between eSafety
and educators:

e Create a single, authoritative hub of information that educators and parents can refer to
for accurate, up-to-date guidance.

e Co-develop resources that promote consistent messaging nationwide and clarify key
concepts. Suggestions included newsletter content, social media messaging for use with
parents/carers, webinars, video demonstrations, and role-play scenarios.

e Provide ready-to-use communication packs.

e Create student-friendly videos showing how to report online harms and what to expect,
to reduce confusion and fear of reporting.

e Tailor communications for diverse communities.

Participants conveyed confusion among educators, parents and carers, and students about
the legislation. They highlighted clear, consistent messaging is needed to explain:

why this should be considered a delay and not a ban

the difference between holding an account and viewing content

that the obligation lies with service providers, not users or schools

that there are no penalties for children or parents
e what to do when things go wrong.
There were calls for resources that are age and culturally appropriate, accessible for non-

English speakers, and tailored to different educational settings including early childhood
education and outside school hours care.
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Supporting children'’s online safety and wellbeing

Participants were asked about actions that could be taken to support children’s online
safety and wellbeing when the legislation takes effect. Participants identified both
opportunities and risks to children’s safety and wellbeing. Key themes included:

o leveraging the delay by strengthening digital literacy

e empowering parents and carers with clear guidance to understand their role in
supporting safe digital practices

e helping children find safe, alternative platforms for connection, creativity and
entertainment

e developing youth-friendly guidance on how to report online harms and communicate to
children that they can report online harms without fear of consequences

e platforms offering guidance and tools for children to download and preserve content
before account deactivation.

Participants expressed concern that removing the ability for under-16s to hold accounts on
social media platforms may cause, or contribute to, isolation and distress, especially among
those who have held accounts to date. In particular, they noted children in remote and
minority communities and neurodivergent children may rely on social media as their main
means of connection. Participants recommended that messaging should reassure them that
their safety is the priority.

Participants were also concerned that children may move to less regulated or ‘underground’
platforms once accounts on mainstream social media are restricted. Examples provided
included messaging platforms and gaming platforms that have embedded chat functions.
Some platforms were flagged by participants as risky due to the prevalence of online harm
and lack of moderation.

Participants raised concerns that children may use VPNs, Al-generated images, or borrowed
accounts (for example, from parents or siblings) to bypass age restrictions, which may
allow them to be on platforms without parental controls or safeguards. VPNs were
described as easy to download and use, making them a likely tool for circumvention (noting
that participants throughout other consultations pointed to a variety of methods to combat
this issue).
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