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Subject: Invitation to Speak: Global Summit in Washington D.C.

Date:  Thursday, 3 February 2022 at 3:08:23 am Australian Eastern Daylight Time

From: S47F @counterhate.co.uk on behalf of Imran AhmedS 47F @counterhate.com>
To: Julie Inman Grant$ 47E(d) @eSafety.gov.au>

CC: S 47E(d) @esafety.gov.au <S 47E(d) @esafety.gov.au>

Dear Julie,

First, we want to thank you for the important work that you have been doing through your
current role as the e-Safety Commissioner and we are excited to have you confirmed as a
speaker at our upcoming “Global Summit to Address Online Harm and Misinformation”
[working title].

About CCDH

The Center for Countering Digital Hate (CCDH) is an international, not-for-profit NGO that
seeks to disrupt the architecture of online hate and misinformation. CCDH has been at the
forefront of unmasking how online platforms and search engines drive radicalization, online
harm, and misinformation. The Center's work combines both analysis and active disruption
of these networks. We champion levers for change to increase the economic, political, and
social costs of all parts of the infrastructure - the actors, systems, and culture - that support
and profit from hate and misinformation (for example, climate change denial, sexual and
reproductive health, anti-vax, antisemitism, and identity-based hate). You can read more
about our recent work here. CCDH is independent and does not receive money from
technology companies. We have offices in London and Washington D.C., and connections
globally.

The Global Summit

We know that we have an impact - but we can’'t do this alone. The driving purpose of the
Global Summit is to build a coalition for change, and a collective strategy and roadmap for
how we get there. That shift is fundamental. We need to reset our relationship with digital
technology to ensure that democratic and human rights principles are embedded and that
people are put ahead of profit.

Right now, we are seeing regulatory reforms in different jurisdictions, and there is an appetite
for change in the US. There’s a lot we can learn from each other to maximize the impact of
any changes. There’s also an important role for civil society in shaping the reforms.

Through the Global Summit, we have an opportunity to bring together some of the leading
international thinkers, regulators, and activists, to share international insights and create a
new generation of the Internet. The only way we can tackle the systemic problems with
digital harm is through a civil society sector that is engaged, building partnerships, and
pulling efforts in the same direction.
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From our work, we know the problems that exist and can see a window of opportunity to
make some real and effective change in the US and globally - the time for collective and
coordinated action is now. The Global Summit will be an important catalyst for building a
stronger civil society response and global reform of digital platforms.

Your involvement in the Global Summit

We would like to confirm your involvement in the Global Summit, as a panel member on
international regulation. We have approached a range of experts - regulators and MPs -
who have been working on different law reforms in their respective jurisdictions and see this
as an opportunity to build a shared understanding of the existing landscape and what else
may be needed to deal with underlying causes and emerging threats. We know that you
have a lot of experience to share, including your work with abhorrent violent material, the
recent regulatory reforms, and your publication Safety by Design.

Logistics

The Global Summit is scheduled to be held at The Cosmos Club in Washington D.C. on 19
May 2022.

Given the high profile of this event and speakers, and the sensitive nature of the topics we
will be discussing, security will be an essential component of this event being successful.
We will also work to manage the COVID-19 risk. One of the requirements of the venue is
that attendees have a vaccination certificate and provide this four days prior to the event.

In addition to CCDH staff, we anticipate that there will be approximately 75 attendees in
person (alongside a secure link for live-streamed sessions).

| am happy to answer any questions that you may have, and of course, for my team to work
with you and your team to support your involvement in the Global Summit.

Best wishes
Imran Ahmed

CEO, Center for Countering Digital Hate
s 47F
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a number of details and will get back to you soon.

If there is anything | can assist with in the meantime please do not hesitate to reach out.
Kind regards

s 22

s 22

s 22

esafety.gov.au

eSafety acknowledges the Traditional Custodians of country throughout Australia and their continuing connection to land,
waters and community. We pay our respects to Aboriginal and Torres Strait Islander cultures, and to Elders past, present and
emerging.

From: Imran Ahmed <S @counterhate.com>

Date: 16 February 2022 /4¢ 6:05:38 am AEDT

To: Julie Inman Grant S 47E(d) @esafety.gov.au>, S 47E(d) @esafety.gov.au
Cc: Events Teams <events@counterhate.com>

Subject: Invitation to Speak: Global Summit in Washington D.C.

Dear Julie,

First, we want to thank you for the important work that you have been doing through your
current role as the e-Safety Commissioner and we are excited to have you confirmed as
a speaker at our upcoming “Global Summit to Address Online Harm and Misinformation”
[working title].

About CCDH

The Center for Countering Digital Hate (CCDH) is an international, not-for-profit NGO
that seeks to disrupt the architecture of online hate and misinformation. CCDH has been
at the forefront of unmasking how online platforms and search engines drive
radicalization, online harm, and misinformation. The Center's work combines both
analysis and active disruption of these networks. We champion levers for change to
increase the economic, political, and social costs of all parts of the infrastructure - the
actors, systems, and culture - that support and profit from hate and misinformation (for
example, climate change denial, sexual and reproductive health, anti-vax, antisemitism,
and identity-based hate). You can read more about our recent work here. CCDH is
independent and does not receive money from technology companies. We have offices
in London and Washington D.C., and connections globally.

The Global Summit

We know that we have an impact - but we can’t do this alone. The driving purpose of the
Global Summit is to build a coalition for change, and a collective strategy and roadmap
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for how we get there. That shift is fundamental. We need to reset our relationship with
digital technology to ensure that democratic and human rights principles are embedded
and that people are put ahead of profit.

Right now, we are seeing regulatory reforms in different jurisdictions, and there is an
appetite for change in the US. There’s a lot we can learn from each other to maximize
the impact of any changes. There’s also an important role for civil society in shaping the
reforms.

Through the Global Summit, we have an opportunity to bring together some of the
leading international thinkers, regulators, and activists, to share international insights and
create a new generation of the Internet. The only way we can tackle the systemic
problems with digital harm is through a civil society sector that is engaged, building
partnerships, and pulling efforts in the same direction.

From our work, we know the problems that exist and can see a window of opportunity to
make some real and effective change in the US and globally - the time for collective and
coordinated action is now. The Global Summit will be an important catalyst for building a
stronger civil society response and global reform of digital platforms.

Your involvement in the Global Summit

We would like to confirm your involvement in the Global Summit, as a panel member on
international regulation. We have approached a range of experts - regulators and MPs -
who have been working on different law reforms in their respective jurisdictions and see
this as an opportunity to build a shared understanding of the existing landscape and what
else may be needed to deal with underlying causes and emerging threats. We know that
you have a lot of experience to share, including your work with abhorrent violent material,
the recent regulatory reforms, and your publication Safety by Design.

Logistics

The Global Summit is scheduled to be held at The Cosmos Club in Washington D.C. on
19 May 2022.

Given the high profile of this event and speakers, and the sensitive nature of the topics
we will be discussing, security will be an essential component of this event being
successful. We will also work to manage the COVID-19 risk. One of the requirements of
the venue is that attendees have a vaccination certificate and provide this four days prior
to the event.

In addition to CCDH staff, we anticipate that there will be approximately 75 attendees in
person (alongside a secure link for live-streamed sessions).

| am happy to answer any questions that you may have, and of course, for my team to
work with you and your team to support your involvement in the Global Summit.

Best wishes
Imran Ahmed

CEO, Center for Countering Digital Hate
s 47F

30f 3






Many thanks!

On Thu, 7 Apr 2022 at 09:59, 5 47E @counterhate.com> wrote:

Hig

I'll have alook at the timezones - it's very tricky though, given where everyone is situated. | think welll still have to make it
Saturday but will try for slightly later that day so it's not too crazy.

Yes to the registrations - we need them for dietary / security, etc purposes and group emails about the event. Both need to
bring proof of vaccination to show at the venue too.

On Tue, 5 Apr 2022 at 04:41, Julie Inman Grant g 47E(d) @esafety.gov.au> wrote:

Hig

Thank you sending through the invitation for the panel briefing.

Unfortunately the meeting is scheduled for Saturday 5am Sydney time. | appreciate you have a number of time zonesto
coordinate but | was wondering if it was possible to move it to an earlier time slot. Perhaps Friday 8.30/9.00am (Sydney
time) which would be your Thursday early evening. Or another time that works for you.

Also, | would be grateful if you could advise if Julie andg22 International Strategy and
Futures who will be attending with Julie need to register for the event. My apologies if thiswasin a previous email that |
missed.

I look forward to hearing from you.

Kind regards

s 22

s 22

s 22

esafety.gov.au
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and may contain confidential and privileged information. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the
intended recipient, please contact the sender by reply email and destroy all
copies of the origina message.

NOTICE: Thisemail messageis for the sole use of the intended recipient(s)
and may contain confidential and privileged information. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the
intended recipient, please contact the sender by reply email and destroy all
copies of the original message.
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From: Imran Ahmed <8 47F @counterhate.com>

Sent: Thursday, 22 June 2023 10:28 PM

To: Julie Inman Grant

Cc eSafety Parliamentary; S 47F

Subject: Re: eSafety Commissioner takes regulatory action against Twitter around Online
Hate

Dear Julie,

Thanks so much for your email -- it js hard to believe it's been a year since the conference in DC. | am
copyingin ourS 47F

We saw the news come in this morning and appreciated your heads-up. Thank you very much for
citing our work in the release and congratulations on the great coverage so far!

Whilst it continues to be troubling to see how Musk's takeover of the platform has turbocharged hate
on the platform, it's encouraging that the powers within Australia's regulatory model give you levers to
force transparency around his decision-making. CCDH's STAR Framework, which we developed after
last year's conference, also demands transparency as a key part of holding social media platforms to
account. I'm glad that Australia is leading the charge here.

Please keep us updated on your progress on this and let me know if you'd like to schedule a call to
discuss further. We've had a few interactions with Twitter during Musk's tenure and some success in
reducing the advertising revenue for the platform. And of course, we're continuing to develop
research to highlight the harms on the platform.

Best wishes,

Imran

On Wed, Jun 21, 2023 at 3:47 PM Julie Inman Grant S 47E(d) @esafety.gov.au> wrote:

Dear Imran: It’'s hard to believe it has been more than a year since your stunning meeting in
DC. Lots has transpired since then and | thought | share with you that we leveraged some of
your research to make out statement of reasons more compelling in taking on Twitter around
online hate.

| believe that transparency is vital to ensuring that online services and platforms are safe by
design. Without transparency, there can be no meaningful accountability from the global giants
shaping our society, enabling our discourse, and facilitating unprecedented communications.



In January last year, stronger modernised online safety protections under the Online Safety Act
took effect in Australia. In addition to enhancing eSafety’s powers to tackle specific harms such
as adult cyber abuse, image-based abuse, child cyberbullying and illegal content, the Act gives
me the ability to require information from companies about how they are keeping their users safe.

These Basic Online Safety Expectations (‘BOSE’) place transparency at the heart of our
regulatory model. They are a novel framework of powers. Through their use, eSafety can compel
companies to ‘show us their working’ on specific online safety concerns, rather than being
shielded by marketing spin or glossy handouts. By using these powers, eSafety is rapidly
developing a strong baseline understanding of where industry is doing well, but where there is
more work to do, to harden their services from abuse and malfeasance.

Today, | have issued a BOSE notice to Twitter, challenging the company to explain what they are
doing to combat online hate. Twitter has 28 days to respond to the notice and a failure to comply
may attract a penalty of up to AUD$687,500 per day.

By taking this step, | aim to shed light on how Twitter is addressing what appears to be a recent
surge in hate on the platform, both general and targeted. In particular, | want to understand how
Twitter is enforcing its own clear rules prohibiting hateful conduct, and how trust and safety is
enabled within the company.

Unfortunately, our experience and that of others suggests that Twitter is falling well short of the
mark in both respects.

eSafety has received more complaints about online hate on Twitter than any other service in the
last 12 months, with many of these appearing to coincide with the change in ownership last
October. The increase overlaps with the platform’s reported reinstatement of over 62,000
accounts previously banned for breaching Twitter rules, including 75 with more than 1 million
followers. | am concerned that these accounts are playing an outsized role in fuelling the
platform’s toxicity.

The impact of hate on marginalised communities is not a theoretical concern. New eSafety
research has found that 1 in 5 Australians have experienced online hate in the last 12 months,
and we know that First Nations people and members of the LGBTQI+ community, face hate at
twice the rate of the national average. Overall, one in six adults targeted by online abuse report
that their physical health suffered as a result; the figure rises to one in three when emotional and
mental wellbeing is considered.

As with previous notices, eSafety will release a report summarising the information we receive. |
will keep you updated on the outcome of this process, and our findings.
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Thank you again for your important contribution to our collective work of making the internet a
safer place for all.

All the best,

Julie

Julie Inman Grant
Commissioner

s 47E(d)
s 47E(d)

esafety.gov.au

eSafety acknowledges the Traditional Custodians of country throughout Australia and their continuing connection to land, waters and community.
We pay our respects to Aboriginal and Torres Strait Islander cultures, and to Elders past, present and emerging.

NOTICE: This email message is for the sole use of the intended recipient(s)
and may contain confidential and privileged information. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the
intended recipient, please contact the sender by reply email and destroy all
copies of the original message.



Imran Ahmed (he/ him)
Chief Executive Officer (CEO)
Center for Countering Digital Hate

Imran's Twitter | CCDH Twitter Facebook Instagram




eSafety FOI 26021
Document 5 of 148

Med Ia release EMBARGOED UNTIL 12.01am 22 JUNE 2023

eSafety demands answers from Twitter about
how it’s tackling online hate

Australia’s eSafety Commissioner has issued a legal notice to Twitter seeking information
about what the social media giant is doing to tackle online hate on the platform.

eSafety received more complaints about online hate on Twitter in the past 12 months than
any other platform and has received an increasing number of reports of serious online abuse
since Elon Musk’s takeover of the company in October, 2022.

The rise in complaints also coincides with a slashing of Twitter’s global workforce from 8,000
employees to 1,500 including in its trust and safety teams, coupled with ending its public
policy presence in Australia.

This is at the same time a ‘general amnesty’ was announced by Musk in November, which
reportedly saw 62,000 banned or suspended users reinstated to the platform, including 75
accounts with over 1 million followers.

eSafety Commissioner Julie Inman Grant said Twitter’s terms of use and policies currently
prohibit hateful conduct on the platform, but rising complaints to eSafety and reports of this
content remaining publicly visible on the platform, show that Twitter is not likely to be
enforcing its own rules.

“We are seeing a worrying surge in hate online,” Ms Inman Grant said. “eSafety research
shows that nearly 1 in 5 Australians have experienced some form of online hate. This level
of online abuse is already inexcusably high, but if you're a First Nations Australian, you are
disabled or identify as LGBTIQ+ you experience online hate at double the rate of the rest of
the population.

“Twitter appears to have dropped the ball on tackling hate. A third of all complaints about
online hate reported to us are now happening on Twitter.

“We are also aware of reports that the reinstatement of some of these previously banned
accounts has emboldened extreme polarisers, peddlers of outrage and hate, including neo-
Nazis both in Australia and overseas.”

eSafety is far from being alone in its concern about increasing levels of toxicity and hate on
Twitter, particularly targeting marginalised communities.

Last month, US advocacy group GLAAD designated Twitter as the most hateful platform
towards the LGBTQ+ community as part of their third annual social media index.

Research by the UK-based Center for Countering Digital Hate (CCDH) demonstrated that
slurs against African Americans showed up on Twitter an average of 1,282 times a day
before Musk took over the platform. Afterwards, they more than doubled to an average of
3,876 times a day.

The CCDH also found that those paying for a Twitter Blue Check seemed to enjoy a level of
impunity when it came to the enforcement of Twitter’s rules governing online hate, compared
to non-paying users and even had their Tweets boosted by the platform’s algorithms.




The Anti-Defamation League (ADL) also found that antisemitic posts referring to Jews or
Judaism soared more than 61 per cent just two weeks after Musk acquired the platform.

“We need accountability from these platforms and action to protect their users and you
cannot have accountability without transparency and that’s what legal notices like this one
are designed to achieve,” Ms Inman Grant said.

This latest notice on online hate follows a bid in February to get answers from the platform
(along with TikTok, Google YouTube, Twitch and Discord) on the steps the company is
taking to address child sexual exploitation and abuse, sexual extortion and the promotion of
harmful content by its algorithms.

eSafety is currently assessing the responses to those notices and expects to release
appropriate information in due course.

If Twitter fails to respond to the most recent notice within 28 days, the company could face
maximum financial penalties of nearly $700,000 a day for continuing breaches.

eSafety's regulatory powers under the Online Safety Act cover serious adult online abuse as
well as the cyber bullying of children and image-based abuse. In some cases, hate speech
may meet the statutory thresholds of adult cyber abuse. eSafety encourages all individuals
who feel they have been the target of online abuse to report to the platform and, if the
platform fails to act, to report to eSafety at www.esafety.gov.au/report.

eSafety makes its regulatory decisions impartially and in accordance with the legislative test
prescribed in the Online Safety Act.

For more information or to arrange an interview, please phone 0439 519 684 or email
media@esafety.gov.au
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From: s 47F @counterhate.co.uk>

Sent: Monday, 31 July 2023 11:30 PM

To: s 22

Cc: S 47F @ counterhate.com; Julie Inman Grant; 8 22

Subject: Re: Musk's Latest Action Against CCDH [SEC=OFFICIAL:Sensitive, ACCESS=Legal-
Privilege]

You don't often get email from$ @counterhate.co.uk. Learn why this is important

Dears 22

Thank you very much for this update. We'll look forward to when you publish your findings in future,
completely understand.

Our launch is now live, so you can find the press release and letters we received from Musk on our
website at these links:

Press release:
https://counterhate.com/blog/self-proclaimed-free-speech-absolutist-elon-musk-tries-to-
silence-independent-researchers-center-for-countering-digital-hate/?utm_source=p&p-
pol&utm_medium=stakeholders-email&utm_campaign=muskmeltdown

e Letters from Musks Lawyers and our response:
e https://counterhate.com/blog/letters-from-the-lawyers-musk-threatens-ccdh-with-brazen-
attempt-to-silence-honest-criticism/?utm_source=p&p-pol&utm_medium=stakeholders-

email&utm campaign=muskmeltdown

e New York Times:
e “Twitter Threatens Legal Action Against Nonprofit That Tracks Hate Speech”
e Social links from CCDH:
o Thread
Best,
s 47F

On Mon, 31 Jul 2023 at 10:54,5 22 @esafety.gov.au> wrote:




OFFICIAL: Sensitive
Legal Privilege

DearsS 47F

Thank you for your email to Julie.

Julie has asked me to respond to your query regarding the status of Twitter’s response to eSafety’s
notice seeking information about what it is doing to tackle online hate on the platform.

While the original notice deadline has passed, Twitter asked for an extension of a few weeks, which
was granted. We intend to publish appropriate information from the notice process in due course to

improve transparency and accountability. As we are in the middle of this process, we cannot add
anything further but will let you know once there is a public update.

We will look out for your press release tomorrow.

Kind regards

s 22

s 22 Industry Regulation and Legal Services

s 22

esafety.gov.au

eSafety acknowledges the Traditional Custodians of country throughout Australia and their continuing connection to
land, waters and community. We pay our respects to Aboriginal and Torres Strait Islander cultures, and to Elders

past, present and emerging.






CCDH who report and criticize the rise of hate and disinformation on his platform, but these bullying
tactics cannot be tolerated.

We welcome your thoughts and hope we can count on your support in the launch tomorrow - please
keep this confidential until the embargo lifts, but once the word is out, we plan to make lots of
noise.

I'd also love to hear more about your progress on holding Twitter to account on hate and disinfo - |
understand we're now past the 28 days since you issued the notice!

Best,

S 47F

S 47F

S 47F

Center for Countering Digital Hate
counterhate.com |Twitter | Facebook | Instagram

S 47F

S 47F

Center for Countering Digital Hate
counterhate.com |Twitter | Facebook | Instagram




NOTICE: This email message is for the sole use of the intended recipient(s)
and may contain confidential and privileged information. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the

intended recipient, please contact the sender by reply email and destroy all
copies of the original message.
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Contact: press@counterhate.com / Counterhate.com

Self-Proclaimed “Free Speech Absolutist” Elon
Musk Tries to Silence Independent
Researchers Center for Countering Digital Hate

CCDH Research Shows Hate Proliferating on Platform Under
Musk; Musk Blames CCDH for Advertisers’ Exodus

e The Center for Countering Digital Hate (CCDH) has been a leading voice exposing
how Musk’s leadership and the changes he is making to “X” have led to a
proliferation of hate speech on the platform

e While Musk proclaims himself to be an advocate for free speech, his latest tactics
involve making brazen verbal and legal threats against CCDH, all while allowing
racist, antisemitic content to proliferate on his platform

e Research by CCDH shows hate speech on the platform has proliferated under Musk,
and the company is doing nothing to stop it

e Musk has disclosed ad revenue is down 50% since his takeover and blamed CCDH,
among others, for advertisers fleeing the platform

WASHINGTON, DC (July 31, 2023) — A lawyer for the Center for Countering Digital Hate
(CCDH), an independent research nonprofit, sent a letter today to Elon Musk’s legal counsel
in response to a blatant attempt by Musk to intimidate and silence the organization, which
has published significant research over the past year showing that Musk has fostered the
proliferation of hate, racism, and disinformation on the social media platform “X” (formerly
known as Twitter), as explained in that letter signed by Roberta Kaplan of Kaplan Hecker &
Fink. Musk and his legal team, led by attorney Alex Spiro at Quinn Emanuel, have engaged
in an aggressive campaign to intimidate, bully, and silence CCDH, including by Musk calling
the organization “evil” and its CEO a “rat,” by targeting the chair of the CCDH Board, and
most recently by threatening a bogus lawsuit against the organization based on a frivolous
legal theory. While Elon Musk proclaims to be a “free speech absolutist,” his actions against
CCDH show the lengths he will go to silence those who seek to hold him to account.

“Elon Musk’s actions represent a brazen attempt to silence honest criticism and
independent research, in the desperate hope that he can stem the tide of negative
stories and rebuild his relationship with advertisers,” said Imran Ahmed, Chief
Executive Officer of the Center for Countering Digital Hate. “Advertisers are fleeing his
platform for one clear reason: Elon Musk has supported the proliferation of hate and
racism on it, and he doesn’t care to stop it. Musk is targeting CCDH because we
reveal the truth about the spread of hate and disinformation on Twitter under his
ownership, and it's impacting his bottom line. CCDH will continue to hold social
media companies that spread hate and disinformation online accountable to the
public.”

Ahmed added: "This should be the last time anyone dares to claim Musk is a 'free
speech absolutist' - he is in fact a bully who uses attack dogs to terrorize his
opponents into silence.”



When Musk completed his takeover of Twitter in October 2022, he said he would make
radical changes to the platform. He put up the Bat Signal to welcome back previously
banned users, including neo-Nazis, white supremacists, and known superspreaders of
disinformation. At the same time, Musk slashed the ‘Trust and Safety Team’ and senior
managers departed in quick succession, causing the platform to toxify rapidly. His billionaire
bully-boy tactics to try to silence his critics are directly at odds with his purported
commitment to open and transparent debate. Rather than address serious issues with
Twitter's handling of toxic hate and disinformation raised by researchers, Musk has used his
platform to launch a series of attacks on independent watchdog groups like CCDH.

The Center for Countering Digital Hate works to stop the spread of online hate and
disinformation through innovative research, public campaigns and policy advocacy. Since
Musk took over Twitter in late 2022, CCDH has been studying and publishing research on
the startling rise in hate speech, disinformation and incitement to harm on Twitter, which has
been echoed by the independent findings of other civil society organizations, and
researchers around the globe. CCDH believes the public has a right to know about the
spread of hate and disinformation on the social media platforms that shape our lives, our
culture and our politics.

Research produced by the Center has exposed how Elon Musk’s decisions have contributed
to the spread of hate and disinformation on Twitter under his ownership:

Proving the volume of tweets containing slurs have risen by up to 202%

Showing that tweets linking LGBTQ+ people to “grooming” have more than doubled
Demonstrating that climate denial content and accounts are surging

Challenging Twitter for making up to $19m from ads on content from toxic accounts
Showing that paid-for verification is helping spread disinformation

Revealing Twitter’s failure to act on hate posted by Twitter Blue subscribers

Sweeping changes to the platform and the escalation of toxic activity, as highlighted by the
work of CCDH and other groups, has given rise to advertisers’ concern for the impact on
brand safety. Musk himself has disclosed that Twitter’s ad revenue is down 50%. Members
of Twitter’s own Trust and Safety Council resigned, citing CCDH findings in their resignation
statement. Australia’s eSafety Commissioner recently cited CCDH’s research as well in a
legal notice to Twitter under Australia’s Online Safety Act, requiring answers about what it is
actually doing to prevent online hate from spreading on its service. Germany and the
European Commission have similarly expressed concern, again citing CCDH findings.

Ahmed continued: “Elon Musk wants to silence his critics so he can continue to give a
megaphone to hate and disinformation while avoiding the consequences. He thinks he has a
right to take advertisers’ dollars with absolute impunity for the inevitable consequences of
promoting and amplifying hate and disinformation to millions. The Center for Countering
Digital Hate exposes hate, lies, and harm wherever we find it. Our work has included studies
of self harm and eating disorder content targeting teenage girls on TikTok, the way Google
Search ads are sold to people spreading racial hatred and disinformation, and how Meta has
serially failed to ensure its platforms are safe for users. We stand by our fact-based
research, our demands for accountability, and our right to criticize the world’s richest man
when appropriate.”

HH

CCDH is a US non-profit (501c3) that researches the architecture of online hate and
misinformation. The Center has offices in Washington, D.C. and London, UK.

NOTES TO THE EDITOR:

Letter from Musk’s lawyers, and CCDH’s response



Fiction vs. Fact

Fiction: Musk’s legal letter has baselessly accused CCDH of being funded by its
competitors or foreign governments, being “funded in support of an ulterior agenda”.

Fact: CCDH is an accredited 501(c)(3) nonprofit in the United States and a nonprofit limited
by guarantee in the United Kingdom. We do not accept any funding from tech companies,
governments, or their affiliates.

Fiction: Twitter’'s representation seeks to undermine the credibility of CCDH’s research,
stating “CCDH'’s claims in [its report] are false, misleading, or both” (...) “and they are not
supported by anything that could credibly be called research”.

Fact: Twitter’s lawyers failed to point to any inaccuracies in the research, nor did they refute
CCDH'’s findings. In fact, under Musk’s leadership, Twitter itself has taken steps to curtail
research on the platform. To criticize CCDH’s research for being too limited, while
simultaneously taking steps to close the platform off to independent research and analysis is
the height of hypocrisy from Twitter.

Timeline of our research, and its impact on Twitter

Twitter Timeline

27 October 2022

Elon Musk takes over Twitter.

28 October

CCDH joins other leading organizations in warning that Musk’s plans
for Twitter could cause a surge in hate on the platform.

1 November

CCDH joins a coalition of 60 groups calling on Twitter’s top advertisers
to demand that Elon Musk keep his promises on hate and brand
safety.

4 November

Elon Musk claims that hate speech is declining on Twitter

10 November

CCDH uses independent tools to demonstrate that the volume of hate
speech on Twitter had actually increased significantly.

18 November

Musk claims that hate speech will be “max deboosted & demonetized”

2 December The New York Times publishes a front page article about surging hate
speech on Twitter prominently featuring CCDH’s research.

2 December CCDH analysis shows “climate scam” tweets have surged under Musk.

5 December White House press secretary refers to “rising volume” of hate on
Twitter.

6 December Senator Durbin urges Twitter to act on antisemitism, citing CCDH.

8 December Members of Congress write to Twitter urging action on hate speech,
citing CCDH.

8 December Members of Twitter’s Trust and Safety Council resign citing CCDH.

12 December

Musk relaunches “Twitter Blue” offering paid subscribers blue ticks.

18 December

Musk personally attacks Rep. Schiff, author of a letter to Twitter citing
CCDH research on hate speech, tweeting “his brain is too small”.




23 December

CCDH analyzes popular tweets from Twitter Blue subscribers about
Ukraine, climate and vaccines, showing 27% are disinformation.

25 January HateAid launches lawsuit against Twitter in Germany over antisemitism
citing CCDH.

9 February CCDH research reveals that Elon Musk’s decision to reinstate just ten
accounts banned for hate and disinformation could make him $19m

9 February The Stop Toxic Twitter coalition urges advertisers to withdraw from
Twitter citing CCDH evidence of ads being displayed next to hateful
content.

17 April CCDH analysis shows climate deniers are growing rapidly under Musk.

18 March Elon Musk announces Twitter Blue accounts will be boosted in replies.

28 March CCDH demonstrates anti-LGBTQ+ “grooming” tweets have doubled.

28 March Congressmen urge Twitter to act on anti-LGBTQ+ content, citing
CCDH.

31 May CCDH research showing Twitter failed to act on 99 of 100 hateful
tweets from Blue subscribers. The Daily Beast’s tweet with the
research reaches 3 million views on Twitter.

5 June Musk complains that “various nonprofits who influence the advertisers”
are “basically cutting their revenue in half”.

22 June Australia’s eSafety Commissioner urges Twitter to act on rising hate
speech, citing a surge in complaints and CCDH’s research.

15 July Elon Musk tweets that Twitter's advertising revenue has dropped by
50%

18 July Elon Musk tweets describing CCDH as “truly evil” and its CEO as a

19 July Mark Ruffalo criticizes Musk’s attacks on CCDH, defending our work.

19 July CCDH research is quoted in a Bloomberg article, republished by Time,
as evidence that surging hate on Twitter is causing advertisers to
withdraw.

19 July Twitter CEO Linda Yaccarino claims the article is untrue without basis.

20 July Elon Musk instructs his staff to demand a meeting with the chair of

CCDH’s board, and instructs lawyers to send a legal threat to CCDH.
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From:
Sent:
To:
Cc:

Subject:

nsz2

SATE S @counterhate.com>

Tuesday, 6 December 2022 10:40 AM

Imran Ahmed;

Julie Inman Grant
Re: [EXTERNAL] Invite: Special pre-release briefing on new CCDH report - Deadly by
Design (TikTok) [SEC=OFFICIAL]

Monday 12th at 4:30pm EST works for us.

Look forward to chatting then.

Best wishes

On Mon, 5 Dec 2022 at 18:22,822 | @esafety.gov.au> wrote:

Good morning!

Unfortunately this week is heavily loaded with late night meetings.

Can one of the below be accommodated ?

Monday 12" 4.30pm or 8.00pm DC time

( Sydney Tuesday 13t")

Regards,

esafety.gov.au

eSafety acknowledges the Traditional Custodians of country throughout Australia



and their continuing connection to land, water, culture and community.

We pay our respects to Aboriginal and Torres Strait cultures, and to Elders past,

present and emerging.

From:S 47F @counterhate.com>
Sent: Saturday, 3 December 2022 8:50 AM
To: Julie Inman Grant S 47E(d) @eSafety.gov.au>
Cc:s22 @dfat.gov.au>; s 22 @esafety.gov.au>; S 22
@eSafety.gov.au>;8  @counterhate.com; Imran Ahmed <8 47F @counterhate.com>; S 47F
@counterhate.cé?ﬁo; s 22 @eSafety.gov.au>; S 22
@eSafety.gov.au>; 8 22 @esafety.gov.au>; S 22
@eSafety.gov.au>; 8 22 @esafety.gov.au>; s 22
@eSafety.gov.au>; 8 22 @esafety.gov.au>; S 47F

@counterhate.com>
Subject: Re: [EXTERNAL] Invite: Special pre-release briefing on new CCDH report - Deadly by Design
(TikTok) [SEC=OFFICIAL]

Thanks so much Julie. | think it will be fine to find a time that aligns Canberra and Washington DC (EST).
Looking forward to catching up and hearing more about your work too. We're due to release this report
in the week of 12 December - so maybe sometime next week? It would be good if you and$22  can loop
in relevant government department officials to the meeting too - eg health, education, home affairs etc.?
Looking at our diaries, we're currently free:

Monday evening from 4:30pm

Wednesday between 3 and 4pmEST

Thursday between 4-5pmEST

Let me know if one of those times works or we can look at the following week.

Thanks for responding on your Saturday, btw! Now back to your weekend!

Best wishes

s

47F

On Fri, 2 Dec 2022 at 16:37, Julie Inman Grant S 47E(d) @esafety.gov.au> wrote:
HiS -l have noidea why your email bounced but thanks for persevering via 8 22

47F



That is a very powerful title so | gather you’ve got some pretty compelling evidence!!! | recall meeting
your research director at your conference in DC but we didn’t get the opportunity to really deep dive
into all your research methods - so we would be really keen to understand the the methodology and of
course, hear more about the findings.

We will be releasing our tech trends and challenges paper on recommender engines next week and
hopefully soon our report on the transparency legal notices we issued to Meta, WhatsApp, Microsoft,
Skype, Apple, Snap & Omegle so it will be helpful to get these insights about Tik Tok but also understand
if there are any looming questions that might need to be answered.

There are an important set of education and prevention questions here too for all of us. Through our
own Mind the Gap research of young Australians and their parents, we found that indeed, 65%

encounter seriously harmful content online but only half of their parents are aware.

So, super keen to get a pre-brief and there will be quite a bit of interest from my team from a range of
areas. | think once we get a sense of the data, | think we can then hook you up with the right NGOs.

Let us know your ETA on launch!$22  on my team can work with 822 and team on finding a time - will
we need to find a time that works for DC, London & Sydney/Canberra?

Many thanks again - so appreciate the heads up and the contribution CCDH is making in these global
debates!

Julie

Sent from my iPhone

On 3 Dec 2022, at 3:16 am, S 47F @counterhate.co.uk> wrote:

Many thanks$22  and thank you for forwarding! Lovely to meet you,$22 Let me know
when works best for a meeting as per below.

Best wishes
S
47F
On 2/12/2022, at 10:57 AM, S 22 @dfat.gov.au> wrote:

OFFICIAL
Dear Julie and 8 22

Please see the below email from S 47F at the Center for
Countering Digital Hate.

| am forwarding on, asS | received a bounce-back email when sending
earlier today. 47F



Kind regards

Digital Industry Engagement (Online Harms)

Embassy of Australia, Washington DC
-@dfat.gov.au

From: _@counterhate.com>

Sent: Friday, 2 December 2022 10:26 AM

To: Julie Inman Grant @esafety.gov.au>;_

@esafety.gov.au>; @dfat.gov.au>
Cc: Imran Ahmed -@counterhate.com>;

-@_counterhate.co.uk>
Subject: [EXTERNAL] Invite: Special pre-release briefing on new CCDH

report - Deadly by Design (TikTok)

CAUTION: This email originated from outside the organisation. Do not click links or open
attachments unless you recognise the sender.

Hi everyone

We have a pretty hard hitting report coming out soon, which includes
Australian data, and | wanted to make sure that you and other government
colleagues had an opportunity to receive a special pre-briefing meeting on
the key findings. Let me know when would work in the next couple of
weeks?

I've included the blurb below if you can circulate?

Also interested in your thoughts on who we should contact in the
Australian media who may be interested in this work? Maybe someone at
the Sydney Morning Herald or a major station?

- - can you connect me with your Canadian counterpart?

Julie - Are there Australian NGOs we should connect with on this report?
We can always discuss further at the pre-briefing.

Many thanks everyone - and look forward to catching up soon.

Subject: /nvite: Special pre-release briefing on new CCDH report -
Deadly by Design (TikTok)
Hi everyone




I am reaching out to offer a special pre-release briefing meeting
on the Center for Countering Digital Hate’s new research on
TikTok - Deadly by Design - revealing how TikTok’s algorithm
directs young and vulnerable users to mental health, suicide / self
harm and eating disorder content.

Two-thirds of American teenagers use TikTok, and the average viewer
spends 80 minutes a day on the application. For our study, Center for
Countering Digital Hate researchers set up new accounts in the United
States, United Kingdom, Canada, and Australia at the minimum age
TikTok allows, 13 years old.

This year, Tiktok’s Chief Operating Officer, Vanessa Pappas, testified
before the Senate Homeland Security and Government Affairs
Committee. She stated that safety was a “priority” for her company and
that the mission of TikTok was “to inspire creativity and bring joy.”
However, the reality is quite different. Rather than entertainment and
safety, our findings reveal a toxic environment for TikTok’s youngest
users, intensified for its most vulnerable, in which content that can lead
to serious harm was being actively fed to users by TikTok’s highly
opaque algorithms.

The meeting will be a special opportunity to hear the key
findings on the report that reveal the truth of what teenagers are
experiencing on TikTok, ask questions and collaborate on next
steps.

Please reach out directly to set up a meeting.

Best wishes
S
47F

About CCDH

The Center for Countering Digital Hate (CCDH) is a US-based, not-
for-profit NGO with 501(c)(3) status, that seeks to disrupt the
architecture of online hate and misinformation. CCDH has been at
the forefront of unmasking how online platforms and search engines
drive radicalization, online harm and misinformation. The Center's
work combines both analysis and active disruption of these networks.
We champion levers for change to increase the economic, political,
and social costs of all parts of the infrastructure - the actors,
systems, and culture - that support and profit from hate and
misinformation. You can read more about our recent work_here.

CCDH's 20+ staff are based out of offices in Washington DC and
London. CCDH is independent and we do not take money from Big
Tech.

NOTICE: This email message is for the sole use of the intended recipient(s)
and may contain confidential and privileged information. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the
intended recipient, please contact the sender by reply email and destroy all
copies of the original message.

NOTICE: This email message is for the sole use of the intended recipient(s)
and may contain confidential and privileged information. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the



intended recipient, please contact the sender by reply email and destroy all
copies of the original message.






Safety by Design:
e April 30, 10 AM EST/ 3PM GMT
e May 1,1 PM EST/6 PM GMT

Transparency and Researcher Access:
e May 7,10 AM EST/ 3PM GMT
e May 8,1 PM EST/6 PM GMT

Accountability and Responsibility, with an emphasis on Section 230 reform:
e May?9, 9 AM EST/ 2PM GMT
e May 14, 10 AM EST/ 3PM GMT

You can sign up for a session by filling out this form or replying to this email no later than April 29*. If none of
these times work for you, but you would still like to contribute, please reply to this email and let me know.

Best,
S 47F

Center for Countering Digital Hate

counterhate.com | Twitter | Facebook | Instagram | Linkedin






eSafety acknowledges all First Nations people for their continuing care of everything Country encompasses — land,
waters and community. We pay our respects to First Nations people, and to Elders past, present and future.

From:S47F " @counterhate.com>

Sent: Wednesday, May 15, 2024 2:42 AM

To:S 221 @esafety.gov.au>

Subject: Re: [Response Requested] STAR 2.0 Policy Discussions [SEC=OFFICIAL]

HiS 22

| only just now realized that 8am AEST on your Wednesday the 15% is our Tuesday evening, which is when my
colleague has a conflict. Earlier this week | meant to ask if we could meet our Wednesday evening at 6pm, which
would be 8am AEST on your Thursday the 16%™. Does that time still work for you?

Please, accept my sincerest apologies (again) for the confusion. The combination of time zone and date difference
has apparently befuddled my brain.

Thanks,

Center for Countering Digital Hate
counterhate.com | Twitter | Facebook | Instagram | Linkedin

From:822 | @esafety.gov.au>

Date: Monday, May 13, 2024 at 6:57 PM

To:S47F @counterhate.com>
B2 @esalety govau, SSTERIIIN @counterhate.com>

Subject: Re: [Response Requested] STAR 2.0 Policy Discussions [SEC=OFFICIAL]
2



OFFICIAL
His 4T

No problem, 8am AEST Wednesday 15 works for me. | sent you an email yesterday to confirm timing but it seems
it may have been blocked by spam filters.

Looking forward to catching up tomorrow.

Thanks

Industry Engagement and Enablement$22

eSafety acknowledges all First Nations people for their continuing care of everything Country encompasses — land,
waters and community. We pay our respects to First Nations people, and to Elders past, present and future.

From:_@counterhate.com>

Sent: Tuesday, May 14, 2024 8:00 AM

To: @esafety.gov.au>
Cc: @esafety.gov.au>; S47F " @counterhate.com>

Subject: Re: [Response Requested] STAR 2.0 Policy Discussions [SEC=OFFICIAL]

HiS 22

My sincerest apologies for the confusion. | mistakenly originally sent an invite for 8am AEST on Wednesday, May
15" and then later sent an email over the weekend asking that we reschedule to that time!

3



Would 8am AEST on Wednesday, May 15% still work for you, however? If not, please let me know, and we can find
another time for either later this week or next week.

Best,

Center for Countering Digital Hate

counterhate.com | Twitter | Facebook | Instagram | Linkedin

From: S4TFI @counterhate.coms

Date: Monday, May 13, 2024 at 8:00 AM

To: @esafety.gov.au>
@esafety.gov.au>, 847F " @counterhate.com>

Cc:
Subject: Re: [Response Requested] STAR 2.0 Policy Discussions [SEC=OFFICIAL]

HiS 220

| unfortunately scheduled our upcoming meeting during a time when my colleague has another appointment, so |
am going to move it to one of the other windows 822 previously mentioned - 8am AEST on Wednesday, May
15™. If this time no longer works for§22 " please let me know, and we can find another one that does.

Best,

From:847F " @counterhate.com>

Date: Thursday, May 9, 2024 at 2:16 PM

TorSZ21 L 1 1 @esafety gov.au>



Cc:522 @esafety.gov.au>, s 47F @counterhate.com>
Subject: Re: [Response Requested] STAR 2.0 Policy Discussions [SEC=0FFICIAL]

His 22

8am AEST on Tuesday, May 14" works on our end. | will go ahead and share a calendar invite with a Teams link for
the meeting.S | and | are looking forward to the conversation.

47F
Best,
S 47F
From:S 22 @esafety.gov.au>
Date: Wednesday, May 8, 2024 at 8:19 PM
To: S 47F @counterhate.com>
Cc:522 @esafety.gov.au>, s 47F @counterhate.com>

Subject: RE: [Response Requested] STAR 2.0 Policy Discussions [SEC=OFFICIAL]

OFFICIAL
His 47F
Yes,S 22 (cc’ed) can do 8am AEST Tues-Thurs either next week or the week following.
Regards
s 22
From:S 47F @counterhate.com>
Sent: Thursday, May 9, 2024 6:14 AM
To:522 @esafety.gov.au>
Cc:522 @esafety.gov.au>; S 47F @counterhate.com>

Subject: Re: [Response Requested] STAR 2.0 Policy Discussions [SEC=0OFFICIAL]

His 22



Just following up. Would you or someone on your team be available to talk about Safety by Design sometime soon?

Best,

Center for Countering Digital Hate
counterhate.com | Twitter | Facebook | Instagram | Linkedin

From: SA7FI @counterhate.com>
Date: Tuesday, April 30, 2024 at 3:04 PM

To: @esafety.gov.au>
Cc: @esafety.gov.au>, S47TF T @ counterhate.com>

Subject: Re: [Response Requested] STAR 2.0 Policy Discussions [SEC=OFFICIAL]

HiS 2210

No worries at all. Yes, we are happy to share the questions we had in mind. I've attached a one-pager with a list of
what we would like to ask, though it is not meant to be exhaustive. Feel free to let me know if you need anything
else from us.

Best,

From: S220 ] @esafety.gov.au>

Date: Tuesday, April 30, 2024 at 6:02 AM

To: @counterhate.com>
Cc: @esafety.gov.au>, S47TF T @ counterhate.com>

Subject: RE: [Response Requested] STAR 2.0 Policy Discussions [SEC=OFFICIAL]

6



OFFICIAL

HiSATRT

Apologies for my delayed reply, I've been on leave. Would you be able to email the questions to us first so we can
determine which eSafety team member will be best placed to meet with you please?

Thank you

From: _ @counterhate.com>

Sent: Thursday, April 25, 2024 1:56 AM

To: @esafety.gov.au>
Cc: @esafety.gov.au>; S47TE T @ counterhate.com>

Subject: Re: [Response Requested] STAR 2.0 Policy Discussions [SEC=OFFICIAL]

Dear S22001

We are glad to hear that Commissioner Grant is interested in contributing to the discussion. Would you or another
member of your team be available to schedule a shorter 1:1 conversation with us? We understand the time
difference is large, so we are happy to find a time that works better with your schedules. The morning your time,
evening ours might be our best bet.

Thanks,

Center for Countering Digital Hate

counterhate.com | Twitter | Facebook | Instagram | Linkedin




Center for Countering Digital Hate

counterhate.com | Twitter | Facebook | Instagram | Linkedin

From: §220 ] @esafety.ov.au>

Date: Wednesday, April 24, 2024 at 12:25 AM

To: @counterhate.com>
Cc: @counterhate.com>,822 = @esafety.gov.au>

Subject: RE: [Response Requested] STAR 2.0 Policy Discussions [SEC=OFFICIAL]

OFFICIAL
Dear$ 47F

Commissioner Julie Inman Grant has passed your invitation along to my team, as we lead on Safety by Design. We
are keen to contribute to the discussion, however the time difference makes it difficult to attend the sessions.
Please let me know if we can contribute via another way, such as email.

Regards

§22 7 Industry Engagement and Enablement | Strategy, Research and Engagement Branch
8






Transparency and Researcher Access:

e May7,10 AM EST/ 3PM GMT
e May8, 1 PMEST/6 PM GMT

Accountability and Responsibility, with an emphasis on Section 230 reform:

e May9, 9 AM EST/ 2PM GMT
e May 14, 10 AM EST/ 3PM GMT

You can sign up for a session by filling out this form or replying to this email no later than April 29*. If none
of these times work for you, but you would still like to contribute, please reply to this email and let me
know.

Best,

Center for Countering Digital Hate

counterhate.com | Twitter | Facebook | Instagram | Linkedin

NOTICE: This email message is for the sole use of the intended recipient(s)
and may contain confidential and privileged information. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the
intended recipient, please contact the sender by reply email and destroy all
copies of the original message.

NOTICE: This email message is for the sole use of the intended recipient(s)
and may contain confidential and privileged information. Any unauthorized

10



review, use, disclosure or distribution is prohibited. If you are not the
intended recipient, please contact the sender by reply email and destroy all
copies of the original message.

NOTICE: This email message is for the sole use of the intended recipient(s)
and may contain confidential and privileged information. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the
intended recipient, please contact the sender by reply email and destroy all
copies of the original message.

NOTICE: This email message is for the sole use of the intended recipient(s)
and may contain confidential and privileged information. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the
intended recipient, please contact the sender by reply email and destroy all
copies of the original message.

NOTICE: This email message is for the sole use of the intended recipient(s)
and may contain confidential and privileged information. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the
intended recipient, please contact the sender by reply email and destroy all
copies of the original message.
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STAR 2.0 Policy Discussions

Center for Countering Digital Hate

Subject: Safety by Design
Date and time: TBD
Meeting link: TBD

Agenda
e (7.5 mins) Welcome and Overview

0 Overview of purpose and discussion format
0 Quickintroductions by call participants

e (30 mins) Discussion Questions
0 Whatdoes aninternet thatis safe by design look like to the eSafety
Commission?
= How would users be empowered? And what new responsibilities
would platforms have?

0 Howwould a user feel on an internet that is safe by design? What additional
benefits would safety by design bring for users (e.g., better mental health)?

0 How do Australia’s Basic Online Safety Expectations and industry codes for
illegal and restricted content promote safety by design?
= What lessons do you think other jurisdictions should learn from these
regulatory tools?

0 Doesthe eSafety Commission think that the current safety mechanisms in
place on platforms are sufficient for users? Which platforms are on the right
track for safety by design?

0 Based onyour experience, what enforcement powers should a digital
regulator ideally possess? What tools have been the most successful in

ensuring compliance with Australia’s online safety regulations?

e (7.5 mins) Closing Remarks


















Your support fuels our innovative research, impactful campaigns, and effective policy
advocacy. Together, we can build a future where human rights and civil liberties thrive
online.

Thank you for being the catalyst for change.

The CCDH Team

General:_info@counterhate.com | Press: press@counterhate.com

You are receiving this email as you subscribed to CCDH's email list. If you would like to edit your subscription you can do so
here: Manage your subscriptions or unsubscribe from all.
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positive behaviours and what to do if something goes
wrong online.

You might also like to check out The eSafety Guide to

learn about popular apps, games and social media. Some
apps offer safety and privacy features such as Messenger
Kids which allows parents to monitor their child's chat.

Visit be an eSafe Kid
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While we were the first online safety regulator, we're no
longer alone in this endeavour. The time is right to link up,
learn from each other and look at new ways of working
together to make the online world safer for everyone.

Julie Inman Grant
eSafety Commissioner

To find out how eSafety handles, manages and protects your
personal information, check out our Privacy policy.

If you have received this email in error, or no longer wish to receive this kind of email:

Unsubscribe
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The annual eSafety Gift Guide provides information on
smart toys, tablets and drones, as well as a spotlight on
new immersive technologies such as virtual and
augmented reality.

Families can find advice on what to consider with tech
gifts, including whether a device is age appropriate and
what parental controls are available.

Share the Gift Guide with your school community and

help parents and carers stay informed this holiday
season.

See the Gift Guide
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« there are significant differences in the variety of steps
being taken to prevent users who are banned for
previous abuse re-registering with new accounts
(recidivism) and in the speed with which companies
are responding to user reports of child sexual
exploitation — responses vary from 4 minutes to 2
days (and up to 19 days where cases needed “re-
review”).

« some companies have no reporting options at all
within the app or service, instead requiring users to
contact the company via email to complain about
illegal or harmful activity on the service.

Why are we publishing this report?

In August this year | issued legal notices under the Online
Safety Act 2021. These notices relate to the Basic Online
Safety Expectations (‘the Expectations’). The
Expectations give eSafety powers to ask specific
questions about what companies are doing to protect
Australians.

Financial penalties can apply for those who do not
respond. | was pleased that all seven companies
responded within the legal timeframe.

Some of the most harmful material online today involves
the sexual exploitation of children, an activity no longer
confined to hidden corners of the dark web but prevalent
on the mainstream platforms we and our children use
every day.

We know there are proven tools available to stop this
horrific material being identified and recirculated, but
many tech companies publish insufficient information
about where or how these tools operate, and too often
claim that certain safety measures are not technically
feasible.

My interest in issuing the notices — and in publishing
summaries of the information we obtained through the
notices - is to better understand the true scale of this
issue, and in so doing shine a light on online safety
standards, practices, and procedures.

Where to next?

The responses to these notices have helped us build an
understanding of what these companies are doing — or
not doing — to protect children from abuse. And they
reveal there is still much work to do.



eSafety will continue to work with industry to make sure it
is meeting all of the Expectations. This includes by
providing advice and issuing further regulatory guidance.

We will continue to lift the veil of secrecy that has
surrounded this issue for so long and we will continue to
use our legal powers to require transparency and
accountability from more companies, and also to broaden
our questions to encompass a wider range of online
harms.

We will also consider issuing statements of compliance
and non-compliance where we identify clear signs that
companies are meeting or failing to meet the
expectations.

Our broader powers mean compliance with minimum
standards is no longer optional. On 18 November 2022 |
received mandatory industry codes covering eight
sections of the online ecosystem. | am considering
whether these mandatory codes, drafted by industry,
meet certain statutory tests, including whether each code
provides adequate community safeguards in matters of
substantial relevance to the community. If they do not, |
can determine an industry standard.

While there is still much work to do, one thing is clear —
the era of opaque industry self-regulation is over, and we
must work together as a global community to push the
tech sector to do more and to do better.

For more information on the Expectations, see our
website and regulatory guidance, or contact$ 22

Yours sincerely,

Julie Inman Grant
eSafety Commissioner

To find out how eSafety handles, manages and protects your
personal information, check out our Privacy policy.
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Roll out the Best Practice Framework at
your school

eSafety’s Best Practice Framework for Online Safety
Education establishes a consistent national approach. It
supports schools across Australia to deliver high-quality
programs with clearly defined elements and effective
practices.

An |mplementation Guide supports the Framework and

will help school leaders, educators and providers design,
deliver and review online safety education programs.

Read the frequently asked questions to learn more about
rolling out the Framework in your school.

Read more
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Get involved
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Join the eSafety Champions Network
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Our research tells us that LGBTIQ+ people are more
likely to experience online abuse. Help create a safe and
inclusive online environment with our online safety advice
and support for LGBTIQ+ people and communities.

Being out, trans or gender diverse online is also a great
resource you can share with upper secondary students
that provides them with tips on connecting safely with
others online and what to do if things go wrong.

Go to LGBTIQ+ resources

Find out how eSafety handles, manages and protects your personal information, see our privacy_policy.
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corporates, regulators, and industry reps working to
create safer spaces online.

See the programme now at petsafe.org.nz

Learn more
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March 2024. The two remaining codes for RES and DIS
were found to have several deficiencies, including:

» the absence of commitments on some services to use
any of the commonly used, privacy-preserving
methods to detect known child sexual abuse material
and known pro-terror material,

e an inadequate commitment to invest in future
detection technologies, and

« a lack of requirements on certain services to enforce
their own policies relating to illegal and harmful online
material.

Accordingly, these codes were refused registration for
failing to provide appropriate community safeguards, and
eSafety moved to the development of industry Standards.

In November 2023, eSafety invited submissions from
industry, other stakeholders and the public on draft
Standards. eSafety has carefully considered all the
feedback in finalising the Standards. Amendments were
made in light of stakeholders’ views, as outlined in the
post consultation fact sheets.

This includes giving greater clarity to operators of end-to-
end encrypted services, by expressly stating in the
Standards that they are not required to break or weaken
encryption.

eSafety also recognises these Standards will apply to
broad industry categories covering a range of services,
and that they will require differing approaches to detecting
and removing illegal content such as child sexual abuse
material. To that end, no specific technologies or methods
are prescribed in the Standards. The Standards also
include carefully calibrated exceptions where measures
are not technically feasible or reasonably practicable.

Where exceptions are applied, the Standards will still
require providers to take appropriate alternative action.
eSafety can require service providers to provide
information about cases where these exceptions are
relied upon and describe and justify the alternative action
taken.

The Standards will come into force six months after
registration once a 15-day parliamentary disallowance
period has expired. eSafety will develop and release
regulatory guidance in the coming months to support
compliance. In the event of non-compliance with a
Standard, eSafety can issue a formal warning, issue an
infringement notice, accept an enforceable undertaking,
or seek an injunction or civil penalty in court.















Australian Mobile Telecommunications Association
« Communications Alliance LTD

« Consumer Electronic Suppliers Association

Digital Industry Group Inc.

Interactive Games and Entertainment Association.

These associations represent eight industry sections
identified in the Act and the Notices:

« App Distribution Services: services distributing apps
that can be downloaded and accessed by Australian
end-users.

« Equipment Services: equipment manufacturers,
suppliers, maintainers and installers and providers of
operating systems.

« Hosting Services: services hosting stored material in
Australia.

» Internet Carriage Services: carriage services that
enable end-users to access the internet.

« Internet Search Engine Services: services designed
to collect, organise and/or rank information in
response to end-user search queries.

» Social Media Services: services enabling online social
interaction.

« Relevant Electronic Services: services which enable
end-users to communicate with one another such as
email, SMS, MMS, instant messaging, chat services,
certain gaming services, and dating services.

» Designated internet services: services allowing end-
users in Australia to access material using an internet
carriage service, where the service is not a social
media or relevant electronic service, such as
websites, apps, and file storage services managed by
end-users in Australia.

The Notices request the industry associations develop
codes to:

« Protect and prevent children in Australia from
accessing or being exposed to class 1C and class 2
material and

« Provide end-users in Australia with effective
information, tools and options to limit access and
exposure to class 1C and class 2 material.

Class 1C and class 2 material is defined by reference to
the National Classification Scheme. It includes online
pornography, and high-impact violence, drug use, and
‘themes’ such as serious illness and suicide.

The position paper explains eSafety’s approach to the
different types of content which fall within these
categories, based on eight months of initial discussions
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services can take to limit under 16s access to their
services, what are referred to as, “reasonable steps.”
Once implemented, we will then monitor, assess and
enforce the measures.

While there will be much work to do in this short period of
time, eSafety is ready to hit the ground running, building
upon our considerable work to date on these issues.

This includes eSafety’s development of the Restricted
Access System Declaration under the Online Safety Act
2021 and our extensive work developing the Age
Verification Roadmap — provided to Government in March
2023 — together with our subsequent Age Assurance
issues paper, released in July 2024.

Additionally, eSafety continues to work with industry and
other stakeholders on elements of the Online Safety Act
2021 which are still being implemented, including
requesting that industry develop codes that apply
reasonable and appropriate age assurance measures to
protect children from accessing harmful and age-
inappropriate material.

Throughout this process, eSafety’s approach has been
informed by research, evidence, deep consultation and
careful consideration of the best interests of children.

eSafety is mindful of the need to balance the imperatives
of safety with privacy, children’s rights to expression
online and a range of other fundamental human rights.
This also includes having young people help inform the
implementation process, just as eSafety convened and
supported its eSafety Youth Council to provide youth input
into the policy process.

eSafety has a track record of translating complex and
novel online safety legislation into effective regulation as
demonstrated through the range of our systemic powers,
including industry codes, standards and transparency
powers under the Basic Online Safety Expectations.
The Online Safety Act’s other systemic

schemes

eSafety continues to work with industry and other
stakeholders to implement the Online Safety Act 2021,
with the first phase of industry codes and standards fully
in force, as of this Sunday 22nd December. These codes
and standards focus on illegal content, including child
sexual abuse material and pro-terror content.



The two industry standards commencing this weekend
will require the online industry to tackle the worst-of-the-
worst online content, including on end-to-end encrypted
messaging services, with appropriate protections for
security and privacy, and through consumer-facing Al
applications, like some nudifying apps targeting children.
The Online Safety Amendment (Social Media Minimum
Age) Act 2024 includes significantly increased civil
penalties for breaches of these codes and standards, of
up to almost $50m for each contravention.

eSafety looks forward to continuing to work with industry
and other stakeholders on the implementation and
enforcement of these requirements. Certain codes require
annual reports to be provided to eSafety in February
2025, which will assist us in understanding the measures
to implement, with templates available for industry on the
eSafety website. Complaints about both codes and
standards compliance can be made to eSafety to flag
potential issues via this eSafety webpage.

Completion of this first phase of industry codes and
standards not only marks a significant stride forward in
the online protection of children but may also have global
impact on how some of the largest and wealthiest
companies in human history tackle the most harmful
material online.

This first phase, will be joined by a second set of codes
that will protect children from encountering harmful and
age-inappropriate material, such as pornography and
other high-impact content including themes of suicide,
self-harm and serious illness, including eating disorders.
They will also empower adults to choose whether they
want to interact with this content online. Public
consultation on the industry draft codes has now been
closed.

At the request of the industry associations drafting the
codes, | have granted a short extension to the current
deadline of December until 28 February 2025. This short
extension was granted in recognition of industry’s request
to process the implications of the Online Safety
Amendment (Social Media Minimum Age) Act 2024 and
the appropriate age assurance measures proposed under
the Codes.

| will then consider whether the codes provide appropriate
community safeguards and are fit to be registered. If the
codes do not provide appropriate community safeguards,
| may decide to move to mandatory industry standards.
My office has encouraged industry to develop codes



which adopt a safety approach which goes across all
sections of the technology industry, to help avoid a single
point of failure in protective measures. | look forward to
receiving codes in February for my consideration.

Complementing these advances in online safety
regulation are our prevention and education efforts, which
have always been foundational pillars of eSafety’s work
and remain so. This work is critical in keeping young
Australians safer on the platforms they are using today,
encouraging help-seeking behaviour, and preparing them
for the technology challenges they will face in the future.

These efforts will include further interventions to enable
and empower parents and carers as ongoing
conversations and engagement in children’s online lives
will continue to be a longer-term need, even with further
social media restrictions in place.

eSafety will continue to use its world-leading regulatory
powers under the Online Safety Act 2021 to compel
greater transparency and encourage meaningful
accountability from online services, particularly when it
comes to the safety and wellbeing of children and young
people.

For example, under the new Basic Online Safety
Expectations determination reinforcing the platforms’
responsibilities to act in the best interests of the child,
eSafety recently requested vital information from the
providers of eight online services used by young
Australians to understand the steps they are currently
taking to assess the age of users and keep younger users
safe. This information will provide valuable insights into
the state of play at that point in time, illustrating the
methods platforms already use to enforce their own terms
of service on minimum age. After further consultation, key
findings from this work will be made public in early 2025.

In February 2025, 8 providers will also report against
eSafety’s first set of periodic notices issued under the
Basic Online Safety Expectations. These notices focus on
child sexual exploitation and abuse material and activity
and sexual extortion.

Bringing it all together

The proposed introduction of a duty of care, as
recommended in the statutory review of the Online Safety
Act 2021 and announced by the Australian Government,
would also further strengthen online safety.

These are all inter-locking measures designed to arm our
citizens with the educational guidance and the tools they
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outlines the steps for reporting image-based abuse,
including contacting police and reporting to eSafety if the
content has been shared online, or if there are threats to
share it. These incidents can be traumatic. Make sure
students or staff who are impacted have access to safe
reporting channels and wellbeing support.

Where to report

« To local police — they have the powers to seize
devices and conduct interviews. Many of the students
who are the subject of deepfake images are minors.
While the images may be artificially generated, nude
deepfake images of minors are generally regarded as
child sexual abuse material and are a criminal
offence. Obtain an event number (from local police)
and then report it to eSafety.

» To eSafety using the Report Abuse portal — our
specialist teams can provide advice, support, and
help to remove harmful content wherever possible.
Include the police event number if available.

» Never share or save explicit content — instead,
make a written record of links (URLS), account
names, and descriptions for evidence.

Download the guide for schools

Professional learning: Navigating the
deepfake threat

Coming up in Term 3, eSafety is running a professional
learning session on Al-assisted image-based abuse:
Navigating the deepfake threat

This webinar for educators and youth-serving
professionals covers:

« the tools, the behaviours and impacts of Al-assisted
image-based abuse

» what is driving the use of deepfakes

» support strategies to prevent and respond to Al-
assisted image-based abuse

Tuesday 5 August, 3.45pm (AEST)

Register now

New advisory: Deepfake damage in schools
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] Tomorrow! Tuesday, 29 July | 3:45—4:30pm
(AEST)
Wednesday, 27 August | 3:45-4:30pm (AEST)

Teacher PL

For Students: Virtual Classrooms

eSafety is running live online safety lessons straight to
your classroom to help students learn how to build
positive peer relationships online.

The lessons are curriculum-aligned and informed by the
latest intelligence from our investigation teams and
eSafety's Best Practice Framework for Online Safety
Education.

Years 3—4: Be an eSafe Kid: Being Online Should
Be Fun for Everyone!

Students will explore online friendships and cyberbullying
and leam how to build more positive peer relationships
online.

. 6 August | 9.30am (AEST)

. 13 August | 2.00pm (AEST)
. 18 August | 2.00pm (AEST)
. 28 August | 9.30am (AWST)

Years 3-4 Virtual Classrooms

Years 5-6: Be an eSafe Kid: Your Choices in
Chats!

A live interactive webinar designed for Year 5 and 6.
Students explore how their choices in online chats can
positively influence their online friendships and peer
wellbeing.

. 7 August | 2.00pm (AEST)

. 13 August | 9.30am (AWST)
. 14 August | 2.00pm (AEST)
. 20 August | 9.30am (AEST)

Years 5-6 Virtual Classrooms

For Parents and Carers
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[C] Next free information session: Wednesday 18
February 2026, 1:00pm (AEDT)

This session will cover:

 the importance of digital online safety education in
Eary Years

» the eSafety Commissioner’s role and reporting
functions

o eSafety’'s Early Years resources for educators,
families and children 0-5.

With new child safety regulatory requirements being
introduced, now is the perfect time to learn howto keep
ourselves and our children safer online.

Our updated Early Years resources are designed to:

build young children’s understanding of online safety
encourage safe, kind and confident digital behaviours
equip adults with practical tips and tools

foster collaboration between educators and families.

Explore and share resources with your service, staff, and
families:

Did you know?

Early childhood education and care providers can apply
for a subsidy to support staff training that builds capacity
and skills. The subsidy can even be used to backfill staff
while they complete training. Round 2 applications open
12 January 2026.
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