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E2.4: How will you manage any risk that linking databases of non-identifiable data could 

subsequently result in the individuals being identified? 

We will engage the Accredited Data Service Providers (ADSPs) at the Australian Institute of 

Family Studies (AIFS), and will adhere to their expert guidance on linkage protocols and data 

governance, including the AIFS’ Data Confidentialisation and Disclosure Control Policy, as 

summarised below:   

AIFS’ Data Confidentialisation and Disclosure Control Policy is designed to manage disclosure 

risk effectively, preventing re-identification, privacy breaches, and other misuse of data. 

Confidentiality Policy and Processes 

AIFS’ Data confidentialisation and disclosure control policy applies to all staff and contractors 

handling personal data. This policy ensures that effective and appropriate controls are 

implemented to mitigate privacy, confidentiality, and re-identification risks. It provides auditable 

evidence of data confidentiality and disclosure protection controls. 

Confidentiality and Output Checking Manual 

The policy includes a comprehensive confidentiality and output checking manual that provides 

guidelines for assessing and treating re-identification and disclosure risk in microdata. It 

includes strategies for mitigating identification risk in both microdata and disseminated data 

outputs. 

Arrangements for Vetting, Confidentialising, and Monitoring Outputs 
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We have established detailed arrangements for vetting, confidentialising, and monitoring 

outputs as part of the policy. This includes: 

• Assessment: Assessing microdata for re-identification risk and applying appropriate

treatments to minimise disclosure risk.

• Treatment: Implementing controls to reduce the level of detail in records that present

re-identification risk.

• Review: Comparing treated data against planned objectives and re-assessing if

necessary.

Policies, Processes, and Methodology for Managing Disclosure Risk 

The policy outlines various methods for managing disclosure risk and de-identifying data, 

including suppression, aggregation, and perturbation. These methods are applied based on a 

detailed assessment of the data and its intended use. 

Managing Data Confidentiality Breaches 

The policy also includes comprehensive procedures for managing data confidentiality breaches. 

This involves documenting key confidentialisation steps, retaining evidence of reviews, and 

archiving as part of the formal review process. 
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E5.3.1: If the survey data is individually identifiable, will personal identifiers be retained or 

removed over the course of your project? If they are to be removed what process will be used? 

SRC will host the survey, collect and clean the survey data, and provide eSafety with raw de-

identified datafiles, which will be stored on eSafety’s secure IT system. Personal information will 

only be collected from participants who provide consent to enable data linkage. Personal data 

will be stored separately by SRC and linked only to the survey responses via a unique identifier. 

The files (e.g., consent forms) including personal details of participant and the unique identifier 

will be shared with the data custodians to enable data linkage – this will not include any 

responses to survey questions. eSafety will not access nor store personal information of survey 

participants.   

SRC will share personal details (e.g., name and email address) with eSafety for a small sample 

of participants who consent to participate in qualitative research, to enable eSafety to schedule 

interviews, online focus groups etc. with these participants. This personal information will not be 

shared in conjunction with any of their survey responses, other than a small number of 

demographics to ensure a diverse range of participants is represented in this qualitative 

research. Any personal information that is shared will be stored securely on eSafety’s secure 

servers and will be destroyed at the completion of the qualitative study. 
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5 Data, privacy and 
security 

Cyber or information 
security incident; risks 
linked to linking survey, 
administrative, and 
passive data. 

Low Apply stringent encryption, de-identification, and 
secure local storage protocols. Regular audits against 
ISO 20252 and Australian Privacy Principles to ensure 
compliance. Pilot passive data collection to confirm 
functionality. Limit access to identifiable data. 

6 Data quality and 
integration 

Errors or mismatches 
when combining survey, 
administrative, and 
smartphone passive data. 

Medium Establish robust data management and linkage 
protocols with unique IDs. Use automated validation 
and cleaning processes. Build redundancy in timelines 
for integration testing. 
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The SRC de-identifies any personal information as soon as is reasonably practicable and as soon as that 
information is no longer relevant or required in identifiable format for the primary purpose of conducting the 
research according to the research brief provided by our clients. This is done in a comprehensive manner 
that ensures that it is not possible to re-identify individual information from any aggregate records. Any files 
related to our projects are deleted pursuant to our obligations under the Privacy Act 1988 (Cth). 

The SRC full Secure Information Policy can be provided on request. 
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OFFICIAL 

eSafety.gov.au 

General Manager Decision Memo 

To  General Manager, Corporate and Strategy 
Group 

CC 
 Executive Manager, Strategy, 

Engagement and Research 

Consulted 
 Manager, Data and Information Management 

, Legal Services Division 

From  

Subject SMMA Evaluation: Passive tracking technology selection 

Purpose To seek your agreement to formally approve 
Wakoopa as the specialist provider sub-contracted 
by the Social Research Centre to provide passive 
data collection for the SMMA evaluation. 

Timing Urgent 

Recommendation Agree that Wakoopa be sub-contracted by the Social 
Research Centre to provide passive data collection 
services for the SMMA evaluation. 

General Manager 1. Approved / Please discuss

Signed and dated by General 
Manager 

………. 

Date:   24 October 2025 
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